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Chapter 1 Web link

Chinese server: http://V-BOX.net

Europe server: http://eu.V-BOX.net

Asean server: http://asean.V-BOX.net

V-BOX PC software and APP download link: http://www.we-con.com.cn/en/service.html

Chinese server: http://api.V-BOX.net

Europe server: http://api.eu.V-BOX.net

Asean server: http://api.asean.V-BOX.net
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Chapter 2 Login page introduction

2.1 Register

Users could register V-BOX account through mobile phone number or email. The registration
interface is shown in the figure below, but users in other countries (except China) could only
register with e-mail address.

For mobile app register interface is shown in Figure 2- 1

10:42 | 1.2KB/s ¢ © RO Sall G #

< Register With Email

I’ EcooN

ST Input your user name

<] Please input your email address
771 Please enter company hame
<] Contact Email

(5} 6-30 Digits or alphabets ®

Ijil] Confirm password L O]

Registration means you agree and accept the terms

Registration Clauses
Figure 2-1
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For PC V-NET register interface is shown in Figure 2- 2 and Figure 2- 3.

47=con

Figure 2- 2

Sign up via emaill

Eurcpe Node (Europe) -
Pleaze enter User Name

Please enter the registered email

Please enter Password Please Confirm password

| have read and accept service term

Figure 2- 3
Operating procedures of Registering by an Email address

(1) Enter user name, the user name should be a unique name. If the username already exists,
the prompt message would appear, as below. And numbers, letters, and underscores are legal
characters for the username, and the length of user name shall not exceed 20 digits.
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The username is occupied and
can not be registered

Figure 2- 4

(2) Enter the email address.

(3) Set the password, and please ensure that the password which has been entered secondly
shall be consistent.

(4) Select "I have read and accept it", after reading "Registration Clauses", please make sure you
could accept all terms of this agreement.

(5) Click "Register" to execute account registration, and the prompt message would display as
below.,

Account register
successfully,please check your
email V-BOX to activate account

Figure 2-5
S Note: if user do not receive the register email, please check the Recycle bin.

2.2 User login

When the user logs in, the account could be the user name or email address (subject to the
registered account). Only when the user name or email address is legal and matches the password,
could the login succeed. The same account could be logged in at the same time on the web and
mobile, but not on different PC devices at the same time. If you use the same account to log in on
different PC devices successively, the account on the device that logs in first would be forced
offline.

The configuration of the main picture, background color, and background picture of the middle part

4 WECON technology Co., Ltd.



l"E LN Wecon V-NET Web User Manual (V3.1)

in the landing page could be modified. Set the module parameters for configuration through the
super management (main station super management and virtual super management) background

landing interface. The virtual super management could only be configured if it is approved. The
login interface is shown as below:

Account register
successfully,please check your
email V-BOX to activate account

Figure 2- 6
Operating procedures of login
(1) Select user interface, Chinese or English are supported.

(2) Enter user name, such as WECONSupport.
(3) Enter password.

(4) Check "Keeping the state of sign in within 30 days", if necessary, kindly note, please don't
use this option in public PC.

(5) Click "Sign in" button.
Login

User Name

Password

No account? Apply for registration

Figure 2-7
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2.3 Retrieve password

When the user forgets the login password, the password could be retrieved through email. The
password could be modified successfully only when the entered verification code is consistent with
the verification code received by the user on email and the entered password is legal, As shown
below:

l‘,El: 2 | Porgerpasinoed

Forgel password?

ik Lo |k R

Figure 2- 8

2.4 Information navigation bar

Information navigation bar is on the top of the right interface of the V-NET platform, and it would
be displayed on all pages of the platform (except for special pages, such as full-screen map pages,
etc.), as shown in following figure.

Home | Account Setting | Email | Account management | Role | € & Service - [ O- E &5 =

Figure 2-9
2.4.1 Shortcut menu

The shortcut menu configuration is on the left side of the information navigation bar, the

shortcut menu of user-defined configuration is displayed here. The homepage is a fixed menu and
could not be canceled. The shortcut menus that could be configured include Role, Account setting,
Email, Account management. The configurable shortcut menu could be configured in the
administrator account.

Click the button on the information navigation bar to choose to close or display the shortcut

menu in the pop-up box, as shown in the following figure.
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£ Home Role| £

Localization
lome

Email

Users & Groups

Feadback

Role

Figure 2- 10
2.4.2 Service

“Service” module includes eight functions, including Account management, Role, Cloud SCADA,
Email, Help, Feedback, HTTP access, Request to share.

@Servicew O*’ T w

Role
Cloud SCADA
Email

Help

P © WM & O @

Feedback

% HTTP access

= Request to share

Figure 2- 11
(1) Account management. Refer to detail for Chapter 6 Account management.

(2) Role. Refer to detail for Chapter 7 Role management.
(3) Cloud SCADA. Refer to detail for 4.5 Cloud SCADA
(4) Email. Refer to detail for 4.1.5 Status push(Email)
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(5) Help. Click it to jump to this user manual.

(6) Feedback. Click it to jump to the user feedback interface and fill in product requirements,
function suggestions, product defects, etc., as shown in the following figure.

€ Home | Localization | Email | Users & Groups |Feedback |Role | @ & Service = 0 O 1 -

2 B Role

EList & Fill in

@& Cloud SCADA

o = Emall

Subject Subject

@ Help
Type Request Impravement Product defects 1
b WS
Anonymous @ Yes No # HTTP access
Content ~ Content =% Requestto share

=P

(7) HTTP access.
Click it to jump to the configuration interface of HTTP access, as shown in following figure.

Figure 2- 12

< Home | Localization | Email | Users & Groups | Feedback | Role | #F @Service» [ 01 M
B Role

Interface Address  http://api asean v-box net
@ Cloud SCADA

Execution interface  Signin ~
&= Email
comid comkey
@ Help
alias password @ Feedback
Calculate signature content & HTTP access
Head common = Request to share

Figure 2- 13
(8) Request to share.
After the other account agrees to the request of sharing the V-BOX or ig screen, after the other
party’s account agrees, the device requested to be shared would be displayed in the "Share with
Others" list under my account. To request sharing, the machine code of the v- box or ig screen
should be entered.

8 WECON technology Co., Ltd.
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Request to share x

Figure 2- 14
The system would send a share request to the device account and waits for the other account's
approval or rejection.

me | Apcount Seting |Emall | Account management |Feedback (Rok | © @Service ,0 Q -

My request Request i share Share Devie TransferDevice  System Natfficatian

Equipment name Aceess Key Request account Time: Edit

Figure 2- 15
2.4.3 Account Information

The right of the information navigation bar displays the currently logged-in account information,
including user avatar, username. Click username to display a drop-down box, including User avatar,
Administrator account name, Account type, Change password, Modify avatar, Account details,
Localization, and Sign out.

(1) Modify avatar. Upload the user avatar. If the user does not upload the avatar, the default
profile picture is used. As shown below.

vice - O 1 -

O - -,

Figure 2- 16
(2) Change password. Users need to enter the old password and the new password. Only when
the entered password is valid would the operation succeed. As shown below.

9 WECON technology Co., Ltd.
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Change Password x

Cancel m
Figure 2- 17

(3) Account details. It includes users' information and company information.

1) users' information includes Username, Email, Phone number, and click "edit" to change
email or phone number.

2) Company information includes Company name, Owner, Contact. Phone number and
Email. As shown below.

weount management | Feedback |Role | % @ Service ¥ Q m
_ 0 1 ;

User
Change Password

User Name 1

Modify Avatar

Email i@agF=con.comecn

Account Details
Phone Number

Localization

Password ~ hewem

4
Company & Edit

Company

sign out

Cwner
Contact
Number

Email

Figure 2- 18
(4) Localization. Click it to change the time zone, region, and map of the account. After the change,

the time reported by the device would be converted and displayed in the set time zone. As
shown below.

10 WECON technology Co., Ltd.
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Home = Localization

User Timezone (UTC+06:00) Dhaka

Region China v
Map Googie ~
Figure 2- 19
|
Mote b 3
After setfing the time zone, the time reported by Device
will be converted and displayed in this time zone. Are you
sure to modify it?
Cancel
A
Figure 2- 20
2.5 Home page

The home page is the page that the user jumps to by default after logging in to the platform. Users
could jump through the shortcut menu configured in the information navigation bar. The home
page includes four modules, including device statistics information, map thumbnail,
announcement, and current alarms. The home page is shown in the following figure.

11 WECON technology Co., Ltd.
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2.5.1 Device statistics information

< Home | Localization | Email | Users & Groups | Feedback | Role @ Sservice v @ O 1
Q Alarm ltems Number of current alarm Device Number of online Device Number of upgradeable Device >
68/88 Alarm/Total 3/6 Device/Te 4/6 ine/Tota 0/6 Upgradeable/Total
0 g
p—
3
Map Thumbnail Google v Details Announcement
P PP PR
* (X B 0 From us@ISSusmeenmy Sharing request
. Tajikistan
China ASEAN Server V-NET Limite on History Data Storage Amount
istan
Pakistan NewDelfi user[a i Hand over the Device
Map Diflaimer:The Nispaition ussd in V-NETias derivad fram map service provider. Thersfors
Wecon cannat accept any fespansibitBTERaLY arr f s, orpositional accuracy. Disable.
map if youdo not like it
Go 9'3 KeybBardisHoribas M‘apdata‘@lDZT Google, SKtelecom | Tarma of Use From user ‘s Hand over the Device to you
Current Alarm
Source Name Level Message Value Trigger Time Status Confirmation

The device statistics information includes the current alarm numbers of the V-BOX/ig screen, the
items of current alarm devices, the number of online devices, and the number of upgradeable
devices. The progress bar in the statistical information is the proportion of data and total number.
Current alarm items. The number of current alarms is divided by the number of all alarms.
Number of current alarm devices. Current number of devices with alarms is divided by the

(1)
(2)

(3)

(4)

total number of all devices.

Number of online devices. The number of online devices is divided by the total number of all

devices.

Number of upgradeable devices. The number of devices that could upgrade firmware is

divided by the total number of all devices.

Click the number of upgradeable devices, it would jump to the upgradeable device list page, where

you could upgrade the V-BOX online, as shown in the following figure.

Home | Role
Select
Status Device Name Access Key Device model
All
Printing plant Virdo1 11918
Refrigeration
Vird01 201917  V-BOX S-00 ersion(S

Figure 2- 22

12

Current Version

@senvice EfEngish 0 O \ -
Last upgrade
Upgradeable version
time

version(S01-1.0.1.21012601)
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2.5.2 Map thumbnail

The map thumbnail could realize the functions of color switching, point aggregation and dispersion,
normal and satellite map switching, as shown in the following figure.

Map Thumbnail Google w
0 - -
i, JINGXI,
L MINHOU
(Y COUN |r_\" SHANTDU ¥)
e fTFE
| G216 |
m KIASHA m MAAT
M 3 " — Y
.-l'ml |
(o %)
» S RE
GUOYANGCUD ;
o Ll

Map Disclaimer: The information used in V-NET was derived from map service provider. Therefore
Wecon cannot accept irhilI ﬁvsﬁpﬁnsibflm for any errors, omissions, or pasitional accuracy. Disable

map if you do not like it "5 SHANG.JIETHEN
GO glﬂ' ey Keybu;a:i-uhar:uxm Map data 820217 Terms of Use
Figure 2- 23
Click the [Details] button in the upper right corner of the map thumbnail to enlarge the map.
Icon Name Meaning
= On line V-BOX or ig screen is online.
A Off-line V-BOX or ig screen is off-line.
@ Pass-through V-BOX or ig screen status is in pass-through.
VPN pass-through V-BOX or ig screen status is in VPN pass-through.
& Ordinary download V-BOX or ig screen is ready for ordinary download channel
channel is ready (could perform ordinary download).
& Ordinary download V-BOX or ig screen status is in ordinary download.
() Off-line alarm V-BOX or ig screen status is in off-line alarm.
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On line alarm V-BOX or ig screen has at least one current alarm, and the
device status is in online alarm.

Table 2-1

2.5.3 Announcement

It displays the latest 10 notification announcements, including device transfer, sharing, system
notification and other messages. As shown in the following figure.

Announcement

From usel | Share the Device to you

From user | K] Sharing request

user | 1] refuse receive Devicel

)

Figure 2- 24
2.5.4 Current alarms

It displays the latest 10 current alarms of the designated V-BOX/ or ig screen that the user has the
authority to operate. As shown in the following figure.

Current Alarm > D

Source Name Level Message Value Trigger Time Status Confirmation

Figure 2- 25
S Note

(1) When the user does not configure to display the alarms of the V-BOX or ig screen that
needed, it displays is the alarm records of all the V-BOXs or ig screens by default, and displays the
latest 10 current alarm records of all the V-BOXs or ig screens.

(2) The user could click the button in the upper right corner to configure the V-BOX or ig screen
that displays the alarm records. (only select configuration, not configure the alarm monitoring
point of the V-BOX or ig screen.
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2.6 Device List Management

2.6.1 Device list

There are five functional areas in the device list modules: Multi-grade device list, Template list,
Customized monitoring points, Device search and Toolbar.
The multi-level device list displays all the devices under the account, and displays it in the form of a

multi-level grouped tree menu. Select the V-BOX device , it would automatically jump to the

functional module interface. There are seven modules, including Real-time Data, Alarm, Historical
data, Cloud SCADA, Lua script, Pass-through, and Configuration. As shown in the following figure.

Device T ate Home | Localization | Email | Users & Groups | Feedback | Role @ Service = ‘_ﬂ 01 = &

Alarm Historical Data Cloud SCADA Lua Script Pass-through Configuration

& Custom Tags
B2 default group Default group
Select All Status ID Name ~ Value Port Read Address Edit
] ® 1944504 H1000 [4 Com1 44096 (£ Edit +* Move [l Delete
O ® 1943890 H2000 o COoM1 48192 (# Edit < Move T3 Delete
« | 1> No. 1 Page Per page 10 ~  [Count 2 Items

Select the ig screen , it would automatically jump to the functional module interface. There are

four modules, including Remote monitoring, Data view, Pass-through, and Basic. As shown in the
following figure.
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Home | Role | @ =service - ERRENalEN - ja] 0 ¥

Data view Pass-through Hask

%, | 200

213.0 pa DDA

283.9 KWh

Figure 2- 27
(1) Group right-click menu

Position the mouse on the multi-grade group name, right-click the mouse to display a drop-down
menu bar, including map, add, and rename functions. As shown in the following figure.

£ Custom Tags

Name change

Figure 2- 28
1) Map. It displays the location of all V-BOXs or ig screens under this group on the map.
2) Add. Add a new V-BOX or ig screen to this group.
3) Name change. Change the group name

(2) Device right-click menu

Position the mouse on the name of a V-BOX or ig screen under a multi-grade group name,
right-click the mouse to display a drop-down menu bar, including Follow, Share Device, Move
Group, Copy Access Key, Transfer, Replace, Pass-through, Cloud SCADA, Share configure, Export,
Import, Mark on the map, Generate template. As shown in the following figure.
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1) V-BOX

Follow

Share Device
Mowve Group
Copy Access Key
Transfer
Replace
Pass-through
Cloud SCADA
Share configuration
Export

Import

Mark on map

Generate template

Figure 2- 29
2) igscreen

Follow

Share Device
Move Group
Copy Access Key
Transfer
Pass-through

Mark on map
Figure 2- 30
(1) Follow

Select the device in the list and right-click, then click [follow] to add the devices you need to focus
on to the follow list, and the followed V-BOX or ig screen could be viewed in the "My Follow" list,
right-click and select cancel follow to delete it. As shown in the following figure.
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Deevice

Device

o My Foliow ~

£ Custom Tags
= default group

Follow

Share Device

Move Group
Copy Access Key
Transfer
Replace
Pass-through

Cloud SCADA

Figure 2- 31
(2) Share device
Share the V-BOX or ig screen device with permission (read and write) to other accounts. After
sharing, the device is still in its own device list, and other accounts could view it without receiving it.
Select the device in the list and right-click, then click [share device] in the menu bar to share the
device. After sharing successfully, view the details in the "My Shares" list. As shown in the following
figure.

Device
W

£ Custom Tags @ Share with others +

= default group B My Share ~

q
Follow

Share Device

Move Group
Copy Access Key
Transfer
Replace

Pass-through

Cloud SCADA

Figure 2- 32
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S Note: If select [Allow tags to write values], other accounts would has the permission to write
values to the monitoring point of V-BOX or ig screen. If not, the value in the data monitoring
interface would be gray and could not be changed. As shown in the following figure.

Share Device

Device Name
Access Key

Share o

Allow 1a as 10 wnte
values

(3) Move group

x

H-WF

LAl

ﬂ Account After Szle

Please verify the account
information

User Name:
Phane
Email

Company Name

(The maonitoring point itself has the permission to write

values, this option selling is valid)

Figure 2- 33

Select the device in the list and right-click, then click [Move group] to modify the group to which
the V-BOX or ig screen belongs. As shown in the following figure.

© Custom Tags

Follow

Share Device

Move Group

Copy Access Key
Transfer
Replace
Pass-through

Cloud SCADA

Figure 2- 34
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Togale [Heating system] group x

Group % .

Default group

s e
=%

Figure 2- 35
(4) Copy Access Key
Select the device in the list and right-click, then click [Copy Access Key] to copy the access key of
the V-BOX or ig screen to the clipboard. As shown in the following figure.

Device =miplate £

@ Custom Tags

= default group Default g

Follow

Share Device

Move Group

Transfer
Replace
Pass-through

Cloud SCADA A

Figure 2- 36

Default group

] 8 1944504 H1000 O

Figure 2- 37
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(5) Transfer

Transfer the V-BOX or ig screen from one account to another. the V-BOX or ig screen would not
change any information except for the user, The transfer would be successful after the account
received the device, and the device would no longer be in your own account.

S Remove device. When removing the V-BOX or ig screen, you need to fill in the information of the
transferred user and the password of the V-BOX or ig screen. The account information would
appear if you fill in it correctly, and confirm that the information to transfer it. As shown in the

following figure.

Transfer Device »

Device Name  H-WF

Access Key 140 33d
password sssss
Transfer to

Please verify the account information
User Name:

Phone:

Email:

Company Name:

Figure 2- 38
S Receive device. When receiving the V-BOX or ig screen, it needs to reset the name of the device
and select the group.
(6) Replace
Select the device in the list and right-click, then click [Replace], and the old V-BOX (same model)
would be replaced with a new one in this account. The new one could not be bound to any account
during the replacement process. As shown in the following figure.
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Device

£ Custom Tags

= default group

Follow
Share Device
Move Group
Copy Access Key
Transfer

Pass-through

Cloud SCADA

Figure 2- 39
Replace Device x
Device Mame H-WF
Original S/N - 53d
Arcess Key
password
Cancel
Figure 2- 40

(1) Pass-through
Select the device in the list and right-click, then select Pass-through to jump to
the Pass-through interface. As shown in the following figure.
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Device

£ Custom Tags

= default group

Copy Access Key

Transfer

Replace

Cloud SCADA

Share configuration

Export
Import
Figure 2-41
Device T ate Home | Localization | Email | Users & Groups | Feedback | Role ¥ @ Service = ‘_ﬂ g ™
Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through Configuration
& Custom Tags g
= default group
> - Status Steps:
Edit v
Name 2
Port COomM1 v
Virtual Port
Port RS422 v
Baud Rate 9600 v
Stop Bit 1 v
Data Bit 7 v
Parity EVEN v
Figure 2- 42

(8) Cloud SCADA
Select the device in the list and right-click, then click [Cloud SCADA] to jump to the Cloud
SCADA interface. As shown in the following figure.
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Device

£ Custom Tags

B default group
Replace

Pass-through

Share configuration
Export

Import

Mark on map

Generate template

Figure 2- 43
Device T Home | Role @senice~  EfEEngishe 0 O\ -

& Custom T Data view Pass-through Basic
ustom Tags

[ default group | I .

O -

‘s 286 {#} 1393 ® 148 é 2839

=F
O -
=B

=8

283.9 KWh

Figure 2- 44
(9) Share configuration
Share the configure of V-BOX by the share code, and the validity period of the share code should be
set. Select the device in the list and right-click, then click [Share configure] to share the share code
of the V-BOX. Copy the share code, jump to the [configure] interface, and click the [sharing code
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import] to import the share code. As shown in the following figures.

You will share the configuration of Device [[H-WF]] x
Sharing Code i EI
(Expired) )

validity period of

2021-07-08 23:17:18
sharing code

Close Generate sharing code

Figure 2- 45

Sharing code import configuration

Sharing Code 1559/ 00000 0d27
Validity period of sharing code ® Sharing code verification succeeded

Configure the owning Device: H-00 Model: V-BOX H-00

Figure 2- 46
10 Export
Select the device in the list and right-click, then click [Export] to export the configure of the device.
1) Import

Select the device in the list and right-click, then click [Import] to import the configuration for the
device.

12 Mark on map

Select the device in the list and right-click, then click [Mark on map] to mark the new latitude and
longitude on the map for the current V-BOX or ig screen.
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13 Generate template

Select the device in the list and right-click, then click [Generate template] to generate a new
template from the device configuration. The generated template is in the template list.

2.6.2 Device search

Enter the device name or the machine code in the search box, and it would automatically match to
find the device. As shown in the following figure.

£+ Custom Tags

= default group

Figure 2- 47

2.6.3 Custom tags

Click [Custom tags], it would pop up the interface, including Real-time Data, Alarm, Historical Data.
User could customize a certain monitoring point under the designated V-BOX to the data
monitoring interface, and view all alarm records and historical data. As shown in the following
figure.

Device : Home | Localization | Email | Users & Groups | Feedback | Role @senvicer [ Q I

Alarm Historical Data

& Custom Tags

[0 default group < Default group
DLRCLECEERGE = Assign moniloring point

Status ID Name = Device Value Port Read Address Edit

Figure 2- 48
2.6.4 Toolbar

The toolbar at the bottom of the module is mainly a collection of buttons for operating on the
V-BOX or ig screen and device list. As shown in the following figure.

Figure 2- 49
(1) Add device

. Add new V-BOX or ig screen.

(2) Device list
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E Display the multi-grade device list of all the V-BOXs and ig screen.

(3) Group management

- Administrators could manage V-BOX and ig screen groups.

& Custom Tags

[0 default group

o Group Name Group ID ParentID Time Created Edit
o Default group 6863 0 2019-02-26 22:09:31 G 1@
o TR 7661 0 2019-03-26 14:55:36 G @
0 L 7662 0 2019-03-26 14:55:51 G @
o E 7663 0 2019-03-26 14:56:02 G @
R 66055 0 2020-11-10 16:02:35 G @
E 66057 0 2020-11-10 16:03:47 G i
Figure 2- 50

1) Add group. When adding a group, the group name should be entered. As shown in the
following figure.

Add Group x

Step 1: select parent directory

“--Default group

The parent directory you selected is: Root directory

Step 2: fill in the group name

Cancel

Figure 2- 51
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2) Edit group. When editing a group, the new group name should be entered. As shown in
the following figures.

Group Name Group ID ParentID Time Created \ Edit

iy Default group 6863 8] 2019-02-26 22:09:31 G lm

) E 7661 o 2019-03-26 14:55:36 G m
Figure 2- 52

. Edit Group x -

Step 1: select parent directory

Anit dire

5 elected when you add only one directon

IEVEIS O aireCiones dre supporie

The parent directory you selected is: Root directory

Step 2: fill in the group name

Default group

Figure 2- 53
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3) Delete group. When deleting a group, if there are devices under the selected group, the
group could not be deleted. To ensure operational reliability and data security, a dialog box
would pop up to confirm whether the operation continues. As shown in the following
figure.

Are you sure to delete this group?

Cancel

Figure 2- 54
(4) My follow

. It is the list of V-BOXs or ig screens followed by the account. As shown in the following figure.

Device { Device

& Custom Tags

* My Follow ~

= default group ®

Folliow

Share Device

Move Group

Copy Access Key

Transfer
Replace

Pass-through

Cloud SCADA

Figure 2- 55
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(5) Share list

. The share list is divided into share with others and my share.

1) Share with others
It is the list of V-BOXs or ig screens shared by other accounts. All the data in the V-BOX or ig screen
could be viewed, but the configuration could not be modified. Only the sharer could cancel the
sharing of the V-BOX or ig screen, and the shareee could not cancel the sharing. Right-click the
name of the device could view the sharer. As shown in the following figure.

Device

@ Share with others ~

Shared By

My Share ~

Figure 2- 56
2) My share
It is the list of V-BOXs or ig screens shared by the account. Right-click the name of the device could
view the details of the sharee, and modify the configuration. As shown in the following figure.

Device

Share with others ~

My Share

Figure 2- 57
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Details x
Select
All Account Tag write value Date Cancel
Close
Figure 2- 58
S Note:

(1) After the account cancels the sharing, the V-BOX or ig screen would be removed from the
sharing list of both accounts.

(2) When the main account is unbound or handed over to the V-BOX or ig screen, the
shared information of the V-BOX or ig screen would be automatically canceled.

(3) When the permission of the engineer account is modified or the assigned V-BOX or ig
screen changes, the shared V-BOX or ig screen would change synchronously.

(6) Refresh list

. Refresh the list of V-BOX or ig screen.

(7) Device multi-condition order

. The V-BOX or ig screen is sorted according to different status. The filter conditions include

display order and other order. Click the restore button in the upper right corner to re-select the
filter order conditions.
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Device multi-condition order ®

Undo

Display order { Condition display )

1.Device type

[ J] V-BOX HMI
2.Device status

[ Onlina Offline Other
3.Device association

@ Al Associated tem. .. Mo associated t..

Other order { Selected first )
1.Device name

QA Contain CN Contain EN Contain NUM
Keyword

2 Device type
QA V-BOX HMI

3.Device status
S A Online Offline Other
4 Device association

9 A Associated tem... Mo associated 1.

Cance

Figure 2- 59
1) Display order (Condition display) includes device type, device status, and device
association. Filter all V-BOX or ig screen lists according to the selected conditions.
2) Other order (Selected first) include device name, device type, device status, and device
association. Sort all the V-BOXs or ig screens in the list according to the selected order
condition.
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Chapter 3 V-BOX configuration on PC

3.1 V-NET PC software introduction

When using the V-BOX for the first time, users should first configure the parameters. Users could
download the V-NET PC software from the official website of Wecon
(https://www.we-con.com.cn/en/). Open the V-NET PC configuration software, as shown in the
following figure.

& V-NET Access

4708

Figure 3-1
The upper right corner is the jump to the configuration page. The details of the configuration
interface are as follows:

(1) @ Device monitoring. Display the monitoring screen or login interface of the main interface,

and the login interface of V-NET PC, as shown in the figure above.

2) Configuration download. To configure the device network, V-BOX access password, V-BOX

screen access mode, V-BOX machine code acquisition, the update device time, etc., as shown
in the the following figure:
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® V-NET Access

Darkcolor Light color | Operation guide

Operation

remain clear

PC connect box with

USB:Download LAN
5 VIO @® Please connect gateway to pe with USB cable or local network

Please connect gateway to pe with USB cable or local network

hox D address Refresh box list success .

Please connect gateway to pe with USB cable or local network
Enable Network scanning Detected V-BOX S-NG

V040011 la2d12a

4]

192.168.39.263

192.168

%81 Network configuration
= Networl testing
() Update firmware
@ Update time

Fed Blink

[\ Germachine code

Figure 3- 2

(3) Settings. Users could disable and enable the virtual serial port, and change the COM port

used for penetration.
S Note: If a PLC or other software is connecting to the original COM port when changing, it would
be disconnected. As shown in the following figure.

( Setting @ |

Virtual serial setting

Using virtual serial Disable

Setusing COM

|coM2(using) -| Set

[7] Disable virtual serial service before closing software

Browser

Recommended Use Google Chrome

[Chrome{using} vl Set

Server

| ASEAN(using) - Set

HMI

Download tool disabled Set
Figure 3- 3
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%
(4) About: Display the company information of the software and software version, As shown

in the following figure.

[ About ﬁ

. WV-NET Configuration Tool
Wecon Technology Co Lid. @all rights reserved

Release Build 2021-06-17 V2.2 94 -

Figure 3-4

3.2 Configure V-BOX

The way to connect to the PC configuration tool is to use an android download cable or LAN
network cable search to connect the V-BOX to the PC software. When the PC software recognizes
the V-BOX, it would be displayed in the list. As shown below.: "Detected V-BOX S-NG".

V-NET Access

ar coor clo | perann gue

Operation
PC connect box with remain clear

USB:Download LAN
O WO @ Please connect gateway to pc with USB cable or local network

Please connect gateway to pc with USB cable or local network

Yozl addess Refresh box list success
Please connect gateway to pc with USB cable or local network
Enable Network scanning Detected V.BOX S-NG
V040011 la2d12a
192.168.39.253 S
192.168

[ic‘\',} Network configuration

Network testing

@ Update firmware
@ Update time
O Blink

g Get machine code

Figure 3-5
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3.3 V-BOX password

For the V-BOX device, there is an access password, the default is 888888. Users could change the
password as they want.

Operating procedures of changing access password.

& V-NET Access i L

Dark color  Light color Operation guide

Cloud setting Operation
PC connect box with remain

USB:Download LAN
= & Server | ASEAN

box IP address

Enable Network scanning Enable Ethernet
192 166 39 263 a (@ DHCP (O Static IP address
192.168.39.253 IP address  Enter [P address Subnet mask  Enter subnet mask
Default gateway  Enter gateway Preferred DNS s Enter DNS server
Alternate DNS s...  Enter DNS server LANIP Enter LANIP1
fx‘:r:j Network configuration D Enable WIFI
5 Network testing
[ Enable 4G
D) Update firmware
o | box access password I ‘ LLE |<7)
@ Update time
box connect service with @ Ethernet
fed Blink

Upload configuration Download configuration o

R Get machine code

Figure 3- 6

3.4 NetworKk settings

V-BOX connection settings, that is, V-BOX access mode configuration, to configure the mode in
which V-BOX would connect to the server for data. There are three server configurations,
including China server, Asean server, and Europe server. Please use a suitable server to ensure the
stability of the network. There are three connection modes, including Ethernet mode, WIFI mode,
and 4G mode.

S Note: 4G mode is only available in V-BOX that supports 4G function. Each country's 4G frequency
band and system are different. When purchasing a V-BOX containing 4G function, please maintain
sufficient communication with the salesman. For example, V-BOX H-AG(Global 4G module ).

3.3.1 Connect to the cloud automatically

When V-BOX is not configured to connect to the cloud, V-BOX would first automatically retrieve
whether there is a connection mode activated. If the network access is retrieved, it would
automatically use the method to connect to the cloud. The priority of the connection to the

cloud: Ethernet> WIiFi>4G, the default WiFi account is testwifi, and the password is testwifi. The
specific instructions are as follows:

(1) If there is only one way to connect to the Internet, the system would automatically select it
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(2)
(3)
(4)

(5)

to connect to the cloud. For example, if there is a network cable plugged in the Ethernet port,
the connection to the cloud of the system defaults to Ethernet. If WiFi signal access is retrieved,
the connection to the cloud of the system defaults to WIFI. If an existing 4G card is inserted,
the connection to the cloud of the system defaults to 4G.

If the Ethernet port and WiFi are connected at the same time, the connection to the cloud of
the system defaults to Ethernet.

If the Ethernet port and 4G are connected at the same time, the connection to the cloud of the
system defaults to Ethernet.

If WiFi and 4G are connected at the same time, the connection to the cloud of the system
defaults to WIFI. If the WiFi signal couldnot be retrieved, it would automatically switch to the
4G connection mode.

If all the three connection modes are retrieved, the connection to the cloud of the system
defaults to Ethernet. If the Ethernet couldnot be connected to the Internet, it would
automatically retrieve the WiFi signal. If the WiFi model couldnot be connected normally, it
would automatically retrieve the 4G signal.

3.3.2 Connection mode setting

(1) Ethernet mode. There are two modes of dynamic IP address and static IP address. When using
static IP address mode, complete IP information should be configured, and it should not conflict
with other IPs.
Operating procedures of Ethernet settings are as below.

(1) Connect Ethernet cable to V-BOX.

(2) Check "Enable Ethernet".

(3) Select modes, "Use a dynamic IP address" or "Use a static IP address".

@

If select "Use a static IP address", please enter IP address, subnet mask, default gateway,

preferred DNS server and Alternate DNS server.

(5) Select "Ethernet" in Server connection.
@ V-NET Access Bi®?2 -ox

Dark color Light color | Operation guide

Cloud setting ~ Operation
PC connect box with remain

USB:Download LAN
O @ Server | ASEAN

box IP address
Enable Network scanning Enable Ethernet

192.168.39.253 a (O DHCP @ Static IP address

192.168.39.253 IP address  Ente

Default gatewa

Subnetmask  Enter subnet mask

Preferred DNS s..

Alternate DNS s LANIP Enter LANIP1

Network configuration D Enable WIFI

Network testing
[] Enable 4G

box access password | e 2

Update time

i
)
A Update fimware
@

Bed Blink

Upload configuration il Download configuration

[\ Getmachine code
Figure 3-7
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(2) WIFI mode. Configure the WIFI account and password first, after powering on the V-BOX, it
would automatically match the WIFI information and connect to the network.

Operating procedure of WIFI settings

Check "Enable WIFI".

Enter WIFI name.

Enter WIFI password.

Select "WIFI" in Server connection.

@
@
®
@

™ V-NET Access

Dark color  Light color Operation guade
Cloud senini Operation

PC connect box with XErRm
O USE Download @ LAN Server ASEAN -
hox IP address
E Enable Network scamng |Z| Enable Ethemet

() DHCP (@ Stanc IP address

192 168.39 263 a3
[P address * address Subnet mask Enter subn
Default gateway ~ Enter gatewa Preferred DNS s...  Enter NS server
Alternate DNSs...  Enter ONS sercer LANTP  Enter LAMIP1
83 Network configuration (] Enable WIFT =~ WIFIname | Enter WIFI name v B 8  WIFIpassword | Enter WiFl password -

(®) DHCP () Static IP address

_.E& Nerwork testing
[] Enable 4G
® Update firmware
@ Update time box access password i ..... ¥

box conmect service with (@) Ethernet  (J) WIFI

m Upload configuration Download eanfiguration

ol Blink

g Get machine code

Figure 3-8
(3) 4G mode. Use 4G card to connect the network. Please consult the mobile client for the data
traffic cost consumed during use.
Operating procedure of 4G settings
(1) Install 4G SIM card in V-BOX.
(2) Check "Enable 4G".
(3) Select "4G" in Server connection.
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V-NET Access

a( ccor ht colo Operaron guide
Cloud setting’ Operation

PC connect box with remain
(O USB:Download @ LAN T :' ASEAN v
box IP address
Enable Network scanning Efablf Etheimet

(O DHCP @ Static IP address

192.168.39.253 a3
IP address  Enter [P address Subnetmask  Enter subnet mask
Default gateway ~ Enter gateway Preferred DNSs...  Enter DNS server
Alternate DNSs...  Enter DNS server LANIP  Enter LANIP1
Enable WIFI ~ WIFI name Enter WIFI name v 'WIFI password Enter WIF| password [

© DHCP O Static IP address

ig} Network configuration

Network testing

|:| Enable 4G
@) Update firmware
@ Update time box access password | aanean | 2
box connect service with (@ Ethernet (O) WIFI
Blink

Upload configuration Download configuration

g Get machine code

Figure 3-9

3.5 Update time

Click [Update time] to synchronize the time on the PC side to the V-BOX.

Access

v Light color

Operation

PC connect box with remain

() USE Download @ LAN

Please connect gateway to po with USB cable or local network
Please connect gateway to po with USB cable or local network
Refresh box list success

box IP address )

= = Please connect g v to pc with USB cable or local network
i!] Enable Network scannng Detected V-BOX 5-NG

V40011 aldl2a
162 168 30 283 N
102 168 ]
b
1'3] Nemwork configuration

Network testing

T

®

e

Update time

i) Blink

Figure 3- 10
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3.6 Blink

Click [Blink], and the indicator light of the V-BOX flashes for 5 to10 seconds.
V-NET Access

Dark color  Light color

Operation guide

Operation

PC connect box with

(QUSBDownload (@ LAN

box IP address
[] Enable Network scanning

remain

Please connect gateway to pe with USB cable or local network
Please connect gateway to pc with USB cable or local network
Refresh box list success
Please connect gateway to pe with USB cable or local network
Detected V-BOX 5-NG

clear

V040011 a2d12a
192.168.39.263

192.168

£33 Newwork configuration
ey Nenwork testing
[O) Update firmware

Update time

o3 Blink

A Get machine code

Figure 3-11
3.7 Get V-BOX ID

Every V-BOX has its own unique machine code. Only when the machine code is acquired could it be
bound and monitored. The machine code could be seen in the back of V-BOX or could be required
through V-NET PC software.

# V-NET Access

Dark color  Light color

Operation guide

Operation

PC connect box with remain il
(0) USB.Downl (®) LAN
W LT Please connect gateway to pe with USB cable or local network

Pleast o pe with USE cable or local network
box IP address Refresh ho .
s Pleasc connect gateway to pc with USB cable or local network
] Enable Network scanning Detected V-BOX S-NG

V40011 a2d]2;

192.168.33.253

192.168

£33 Network configuration

Network testing:

® Update firmware

D Update time
e Blink

| Ger machne code

Figure 3- 12

40 WECON technology Co., Ltd.



l‘/E LN Wecon V-NET Web User Manual (V3.1)

Chapter 4 V-BOX access configuration

4.1 Basic configurations

4.1.1 Add a V-BOX

When logging in to the V-NET for the first time, the user needs to add the V-BOX or ig screen and
bind it with the account. The account bound to the V-BOX or ig screen is called the "administrator
account". A device could only be bound to one account, that is, the administrator account is
unique.

When binding the V-BOX or ig screen, the user needs to know the machine code and password of
the device, and enter the device name and set group. All the devices added by the administrator
would be placed in the “default group” by default. If the administrator has created a device group,
the added devices could also be placed in other groups.

Add Device

2]

Access Key

IS

Password

Remark

Group | Default group

Industry Smar home

Figure 4- 1
(1) Access key(machine code). Each V-BOX or ig screen has a unique machine code.
(2) If multiple V-BOXs or ig screens are bound at the same time, export the template to fill in the
machine codes, and then import the form to bind.
1) Template. An export template file is an excel form named "batch_mould" with the format to
input machine codes.
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Add Device

Access Key

Password

Remark

Group Default group

Industry Smart home

Figure 4- 2
2) Import. Fill in the machine codes to the template file, and import it.
S Note: The content of the template file should only be header and machine codes, and all the
other contents need to be deleted.

machineCode

B M EBECEENAENRIEEERETME [Note: In
addition to the content and header that wou filled in,
please delete thiz “note”] Delete

Figure 4-3

(3) Password. The default password is 888888. The length of the device password is 6 digits,
Special characters are allowed, and couldnot be empty.

(4) Device alias. It is the device name in the device menu bar. The name display up to 12 digits.
Special characters are restricted to input except ,- -+=}", - 2 « ; : ““[1 — O ..! (),
and couldnot be empty.

S Note:

(1) If the user binds multiple devices at the same time, the passwords of the devices should
be consistent. Only one machine code could be entered on a line. When entering multiple
machine codes, use the "Enter" key to change the line. If not, the format is wrong, and the
binding would fail and an error would be reported.
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(2) If the user binds multiple machine codes in batches, the device alias would use the input
device name as the prefix, and the system would automatically add a suffix. Example: Default
group (device alias) 1 (automatically added suffix).

4.1.2 Basic information

After adding a V-BOX or ig screen, click the device list on the left to select V-BOX or ig screen, and it
would automatically jump to the device detail interface with seven subpages. The subpages
include Real-time Data, Alarm, Historical data, Cloud SCADA, Pass-through, and Configuration.
Users could modify the information with valid data, and click the "save" button to finish the
modification successfully. As shown in the following figure.

{ Home | Account Setting | Email | News | Account management | Feedback | Role ¥ @8Service EfEEnglish~ 3 g v
Real-t;;r;e Data Alarm H'leor.ical Data Cloud SEADA Lua Script F‘ass-;hr.ough o
2
-
3]
Device Name Air Heat Source Station
Status onine BT
Access Key  VirDD1171116005027a272015914
Model  V-BOX S5-00
Industry Sector Smart home v
Max. alarm records 10000
Location ongitude  -109.211! latitude ~ 37.90262
Targeting Use Device base station positioning v
Remark

Advanced

Figure 4- 4
(1) Unbind the device
The administrator could click "Unlink device" to unbind the V-BOX or ig screen on the "Basic
Information" sub-page under the "Basic Configuration" page. If the configuration of the
communication port and monitoring point corresponding to the device is not deleted after
unbinding, then the next time the device is added, the data is still exist and automatically
transferred to the device. As shown in the following figure.
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€ Home | Account Setting | Email | News | Account management | Feedback | Role | & @Service» EfEEnglish [ g W -1
0] A Lobal @ <S> &
Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through
2
Communication Network Status Push Tags Usage Registers Information Version &
Device Name Air Heat Source Station

Access Key  Vir001171116005027a27201914

Model  V-BOX SO0

Industry Sector Smart home N
Max. alamm records 10000
Location longitude |~ -109.211! latitude = 37 90262 @ Edit
Targeting Use Device base station positicning b
Remark

Advanced Unlink Device ’ tart [l

(2) Copy configuration

| B3 ) )

Figure 4- 5

Copy configuration is to copy the device configuration from one V-BOX to another V-BOX. If the
configurations of multiple devices are the same or alike, the user could configure the information
of one V-BOX first, and copy the configuration to another V-BOX through the [Copy Configuration]
function. The configuration could only be copied if there is a V-BOX of the same model in the
account. As shown in the following figure.

Copy Configuration

Choose data configuration to target

Device 0

Treatment Systems v

Communication

Real-Time Data

Alaim

Historical Data

Figure 4- 6
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If the configuration is copied successfully, the following figure would be prompted.

Prompt

Figure 4-7
S Note: Only when the configuration information of the "Water Treatment System" of the V-BOX is
empty could the configuration information be copied successfully. If other parameters are
configured in the "water treatment system" of V-BOX, and a copy failure message would be
prompted as below.

Prompt

Figure 4- 8

4.1.3 Communication port configuration

Users could add, modify and delete communication configuration in "Configuration"”, but only the
administrator account has permissions to operate this function.

Ly - ] apes .
{ Home | Account Setting | Email | News | Account management | Feedback | Role | ## @ Servicev  EfEEnglish~ [ O

Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through

a

Please coggmire equipment connected with Device (such as: PLC brand and model, data acquisition module, PID control table or MODBUS standard protocol, etc.)

1D Port Port ID Port Protocol
1 COM1 18097 RS422 WECON LX18
Figure 4-9

45 WECON technology Co., Ltd.



"’E': CIN Wecon V-NET Web User Manual (V3.1)

(1) Add communication port configuration

Click the Add button m to configure the communication port. If the configurations are

configured successfully, the system would synchronize the configuration information and drive files
to the V-BOX. The operating procedure is as the figure below.

Port coMm1 v Device Type Allen-Bradiey

Protocol - N o ’
Allen-Bradley DF1 Station No.

Device 1 Retry Count 2
Station No.

Wait Timeout 300

Receive Integration 1]
Timeout interval

Length Delay Time ]
Retry Baud Rate
Timeout
Port

Stop Bit

Parity

Figure 4- 10
(2) Modify communication port configuration

]
The administrator could click the button @ to modify the data of the V-BOX except for the

machine code. If the drive file changes, the monitoring point and data of the communication port
would be deleted synchronously. The operating procedure is as the figure below.

Edit Port

Port COM1 N S
Protocol WECON LX1S8 N smigﬁ'ﬁ?

Device 0 Retry Count
Station No.

Wait Timeout

Integration
interval

Delay Time

Baud Rate

Port

Data Bit

Cancel

Figure 4- 11
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(3) Delete communication port configuration

Click the button @ to delete the communication port configuration, the monitoring point data

associated with the communication port configuration under the V-BOX would also be deleted, and
a dialog box would pop up to confirm whether the operation continues. The operating procedure is
as the figure below.

Are you sure you want to delete configuration?

Cancel

Figure 4- 12

4.1.4 Network configuration

Users could view the network configuration of V-BOX and update and change it. As shown below

< Home |Role | & @senice~ SfEEngish 0 O'm r
1
0] A Lahal R <S> o
Realtime Data Alarm Historical Data Cloud SCADA Lua Script Pass-through Configuration
2
Basic Communication Network Status Push Tags Usage Registers Information Version &8

Enable Ethernet

& DHer Static IP

Enable Wi-Fi

331D 881D Password Wi-Fi password ¥
& oHer Static IP
Device Access Password Max. 32 characters allowed ¥
Connect to Device on ° Ethernet WIFI

=’

Figure 4- 13
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4.1.5 Status push(Email)

Status push is to push the data set by the V-BOX to the mailbox. As shown below.

Device < Home | Account Setting | Email | Account management | Feedback |Role | £ @ Senvice n 0 3w
(0] A Lol ® <> o
Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through
& Custom Tags
= default group t atwo Status Push

Online/Cffline Status

WeChat Push (Not available)

Email Notification

3

Figure 4- 14
(1) Email notification. Set the email push information in Service--Email.
1) Add recipient. Add the recipient name, email address, and enable the email permission. As
shown below.

< Home | Account Settin v count management | Feedback | Role | ©

B Rol
& Recipient &= SMTP Settings £ Sending Settings ) ) "

Name Email

O 13459491945 ~

New »x

1 No. P K
Figure 4- 15
2) Sender settings. Here we recommend Gmail. The setting procedure is as the following
figures.
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M Gmail Q

Settings

General Labels Inbox Accountsandimpert Filters and Blocked Addresses | Forwarding and POP/IMAP | Add-ons Chat and Meet Advanced Offline Themes

Learn more ) Enable POP for all mail
() Enable POP for mail that arrives from now on

it
&)
.

2. When messages are accessed with POP

3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail)
Configuraticn instructions

IMAP access: Status: IMAP is disabled
(access Gmail from other clients using IMAP) @ Enable IMAP
Learn more () Disable IMAP

‘When | mark a message in IMAP as deleted:
@® Auto-Expunge on - Immediately update the server. (default)
O Auto-Expunge off - Wait for the client to update the server

‘When a message is marked as deleted and expunged from the last visible IMAP folder:
Archive the message (default)
Move the message to the Trash
Immediately delete the message forever

Folder size limits

@ Do not limit the number of messages in an IMAP folder (default)
) Limit IMAP felders to contain no more than this many messages 1,000 v

Configure your email client (e.g. Qutlook, Thunderbird, iPhane)

Configuration instructions 4
Save Changes

Figure 4- 16

Google Account Q

&) Find a lost device

@ Home

Manage devices

r;;g', Personal info ®
@gmail.com
Less secure app access r'\
Your account is vulnerable because you allow apps and devices that Manage your Google Account
2% People & sharing use less secure sign-in technology to access your account. To keep
your account secure, Google will automatically turn this setting OFF if [
it's not being used &% Add another account

B Payments & subscriptions

(@ About Sign out
Turn off access (recommended)

Privacy Policy = Terms of Service

Figure 4- 17

if Gmail still could not work during your test Gmail. Google account would receive V-BOX asking.
Please check the below message, and allow V-BOX application to use Gmail.

Google Account Q,  search Google @ EI

@ Home Security

Personal info Settings and recommendations to help you keep your account secure &
C® Data& privacy ]
s o li @gmail.com
Critical security issues found g
Your account is at risk, secure it now Manage your Google Account

2 People & sharing

2+
B Payments & subscriptions &t Add another account

(@ About Sign out

. . Privacy Policy « Terr f Servi
Recent security activity DRI LS

Figure 4- 18
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If SMTP still could not solve the problem, please check the link below.
https://support.google.com/mail/answer/7126229?visit_id=637347010295058878-3054942826&r
d=2#couldtsigni

3) SMTP Settings.
Fill in the SMTP setting as the sender's information, check the SMTP setting and enter the email
address to be verified, and a checking email would be sent to the email to remind the SMTP setting
to succeed.
Sender: The name is arbitrary without requirements.
Email address: Fill in the sender's email address.
Password: Fill in the password of the sender's email.
SMTP: Fill in smtp.gg.com.
Port: If the secret key selects "No", fill in 25. If the secret key selects "SSL", fill in 465 or

@
@
®
@
)
87.
©

The setting procedure is as the following figure.

& Recipient

& SMTP Settings © Sending Settings

SMTP SMTP test
Sender Bim Test email
Ferem con.comen
Email P EEE TS Dgmail.com
Password | eesesesss
smtp.gmail.com Check in the test mailbox .
SMTP Pg Th on.com.cnWould recei
l ve a test email
Port 465 o
Wecon V-net SMTP mail configuration is done '+ %
From - == com
Secret key No @ ssL TLS Time. : Thurkday, Nov 25, 20
To € Full-text Translation |
In order to create a green and healthy mailbox environment, we would like to know if this is the email you
m subscribed to? Yes No Not sure Auto Archiving

Hello, this email is the detection email of Wecon SMTP configuration, your SMTP has been
configured successfully.
Welcome to the Wecon V-net [oT system!

Figure 4- 19
4) Sending settings.
(1) Add: add a new configuration, and multiple configurations could be added.
(2) Enable: Check to enable to use the e-mail push function, and fill in the configuration.
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€ Home | Account Setting

£ Sending Settings

& Recipient = SMTP Settings
Configuration 1

Enable

Trigger @ Trigger Intervals

No Data

Maximum tags 10 allowed

Email (JAccount management | Feedback |Role |

@ Service = o O 1 -

Email @ Default Custom

mode
Recipient
Template I4/EC0N"  WECON V-NET system

V-BOX
Alarm Name

Alarm Level

has a new alarm, please handle it in tim

Temperature monitoring system
Fujian Province slamm of Ares A

Serious Alarm

Alarm Content  Fujian Province Aea A temparature is koo low
Value 20
Event  Trigger Alarm
Alarm Time  2019-03-05 10: 50

Status  reply directly

F

Figure 4- 20
5) Trigger. There are two ways to send emails, including "Triggers" and "Intervals".
(1) Trigger. It needs to bind an alarm tag. When the alarm tag reaches the alarm condition,
it would send an email.

Enable

Trigger (] Trigger Intervals

Mo Data
aximuim ta allowed
Figure 4- 21
(2) Intervals. Users could select "Once a day", "Once a week" and "Once a month".and the
time.
Trigger Trigger @ Intervals

Oncea: + 00:00 v

Sending intervals
Once a day
Once a week

Once a month

Email mode

Figure 4- 22
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(2) Mode: There are modes.
(1) Default. Default is the WECON template.

Template

I47ECL0IN°  WECON V-NET system jo]

Login V-net

=) Your device has a new alarm, please handla it in time

V-BOX Temperature monitoring system
Alarm Name  Fujian Province alarm of Area A
Alarm Level Serious Alarm
Alarm Content  Fujian Province Area A temperature is too low
Value 20
Event Trigger Alarm
Alarm Time 2019-03-05 10: 58

Status reply directly

Figure 4- 23
(2) Custom: Users could add a bit monitoring point or word monitoring point according to their
needs. When users choose to send emails at regular intervals, there is only Custom mode.

Email mode Default €@ Custom

Subject #1212 -MO B W

Save settings

Figure 4- 24
4.1.6 Tags usage

It records the current use and a maximum number of data monitoring points of data monitoring,
historical records, and alarm records of the current V-BOX. As shown below.
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Device < Home | Account Setting | Email | Account management | Feedback {Role | £ @ Service ¥ i} O 1 b~
: L2
A Latal & <> [+
Real-time Data Alam Historical Data Cloud SCADA Lua Script Pass-through
& Custom Tags
. 3
= default group " . Tags Usage
Historical Record 0/100
e 1441300
Instruction 20/500 (used /total)
Figure 4- 25

4.1.7 Registers information

It records the V-BOX information, such as IP address, WIFI. As shown below.

0] A it 7Y o

Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through

p

Registers Information

Time 2021-11-25 11:34:38

Access Key  V13001201109003906395a5d1be

Password 886888
IP Address 192.168.39.221 Subnet Mask 255255 2550
Default Gateway ~ 192.168.33.1 MAC  CB:52:A6:95:E1:8D

WifilP 0.00.0 Wi-Fi mask 0.000

Wi-Fi gateway 0.0.0.0 WifiMAC 00:00:00:00:00:00
WiFisignal O 4GIP 0000
4G mask 0.0.0.0 4G gateway 0.000

AGMAC 00:00:00:00:00:00 4G signal 0
4G positioning 0 4G latitude | longitude 0,0

Figure 4- 26

4.1.8 Device version

As the product is constantly updated, the functions of theV-BOX could be judged based on the
version information. As shown below.
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< Home |Account Setting | Email | Account management | Feedback | Role | # @ Service v 2 O =
1l
(O] A [snl & S &
Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through

2

Name version

Version HO1-1.0.1.21061701 Check for update

Figure 4- 27

4.2 Real-time data configuration

4.2.1 Real-time monitoring point configuration

In the "Real-time Data" interface, users could configure real-time monitoring points to easily obtain
equipment data, and operate online. To add a real-time monitoring point, users need to select a
group or enter the real-time monitoring point name, the connected device (ie, communication
port), address type, register type, and other data. As shown below.

Name viax. character length 50 aliowed
Connection 1-Local Address

Port Bit Address v Date Type @ HDX

Register 1] Main range 0 299999 ( Decimal )
Main No.

Register 1] Sub No. 0 15 ( Decimal )
Sub

Permissions Read-only Wite-only

@ Read-write

Low Data Mode Enable custom data refresh intervals. Please set in global
setting. [ 2 seconds by default]

Map Display ON @ oFF

Description

Mapping to Select

Cancel

Figure 4- 28
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(1) Add and delete in batch. As shown below.

1
+ New Tag £ /X Import/Export ~ Enter & name or address

Select All 2 Name » Value Port Read Address Edit
O Beleleselecied testt oF Local Address HDX 0.0 [ Edit + Move @ Delete
[l ® 1783121 Y2 OFF CcoM1 Y2 [ Edit + Move @ Delete
M ® 1782246 1 Battery Model SN 0 COoM2 1:4105 [ Edit + Move @ Delete
M ® 1782245 1 Voltage of pack vV com2 1:40 [ Edit + Move [ Delete
O ® 1782944 1.Current 0 A COM2 1:41 [ Edit + Move W Delete
O @ 1782243 1.Cell Voltage 1 0 vV comz 1:42 (& Eqit <+ Move [ Delete
[} [ 1782242 1.Cell Voltage 2 0 VvV Ccom2 1:43 [ Edit +* Move [ Delete
] [ ] 1782241 1.Cell Voltage 3 0 vV COM2 1:44 [# Edit + Move [ Delete
(] [ 1782240 1.Cell Voltage 4 0 vV Ccom2 1:45 [ Edit + Move W Delete
(] ° 1782239 1.Cell Voltage 5 0 V. com2 1:46 (# Edit + Move [ Delete

«/1 2 34 5|67 »| No/1 [Page Perpage 10 v [Count 69 ltems

Figure 4- 29
Add in batch x
Name Max. character length 50 allowed
Connection 1-Local Address N
Port Bit Addres: W Date Type @ HDX w
Register o Main range 0 299999 | Decimal }
Main No.
Register o Sub No. 0 15 { Decimal }
Sub
Permissions Read-only Write-only

° Read-write

Low Data Mode fresh intervals. Please set in global

auli]

Enable custom

-

Batch Count 10 Increment 1
Map Display OM O orF
Description Max. character length 50 allowed

Figure 4- 30
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(2) Import and export. As shown below.

(o A il ®

Realtime Data Alarm Historical Data Cloud SCADA

1.BMS L 3.BMS 4.BMS AC script
 ——
£ Quick Action = i 4 "‘ ImporLl’Export-
Import Excal

Select All Status Value Port

M ® 1807251 Export Templis Local Address
Export Selected
OJ ® 1807280 Local Address
Export All
[] @ 1783121 Yz OFF COM1
Figure 4- 31

4.2.2 Monitoring points group management

Real-time monitoring points could be grouped and managed, and monitoring points could be
moved to different groups. Users could click the “Group Settings” to add, modify, and delete
groups.

€ Home | Account Setting | Email | Account management | Feedback | Role | £

£ Labal & <P
Alarm Historical Data Cloud SCADA Lua Script
1.BMS 2.BMS 3.BMS 4.BMS AC script £ Group Se... i @ Setting
+ Add Group
Figure 4- 32

(1) Add group. Enter the group name to add a new group. As shown below.

Create Group

Please enter the group name

Figure 4- 33
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(2) Modify group. Enter the new group name to modify the group. As shown below.

Edit Group

Figure 4- 34
(3) Delete group. When deleting a group, a dialog box would prompted to confirm the deletion
operation. As shown below.

Deleting a group will also unbind tags under the group.
Do you want to continue?

Figure 4- 35
4.2.3 Real-time data modification

Users could modify the real-time data of the monitoring point. Click the data of one monitoring

point to edit, and click , the monitoring point real-time data would be modified to the data

entered. Click " = to cancel the modification.

Temperature Humidity Button switch new number #* Group Se... @ Setting
%+ New Tag = Quick Action ~ & /L Import/Export ~
SelectAll Status ID Name = Value Port Read Address
() & 826870 Temp_14 COM1 D14
0 ~ 65535
Figure 4- 36
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4.3 Alarm configuration

Users could configure the alarms, and view the current alarms and historical alarms. Alarms could
be divided into current alarm and historical alarm according to the administrator's confirmation.

Device < Home | Account Setting | Email | Account manageggent | Feedback | Role | ## @senvicer [ g b
latsl ) ¢f> & &
@ Custom Tags Historical Data Cloud SCADA Lua Script Pass-through Configuration
& default group | Current Alarm torical Alarm Alarm Tags att ?
o -
D Name Condition Message Level Port Read Address Group Edit
13546 4. Stand by Value =0 Stand by Minor Com2 4:425 4.BMS Alarm [ Edit @ Delete
13545 4. Charging Value =1 Charging Minor com2 4425 4.BMS Alarm [# Edit @ Delete
13544 4. Discharging Value =2 Discharging Minor comz 4:425 4.BMS Alarm [# Edit @ Delete

[ Tajali

Figure 4- 37

4.3.1 Alarm tags

In the sub-page of "Alarm Registration" under "Alarm Record", users could add a new alarm. When
adding an alarm record, users need to select or enter data such as name, group, the connected
device (ie communication port), address type, etc. As shown below.

£ Home | Account Setting | Email | Account management | Feedback | Role | #F

&

Realtime Data Historical Data

SR

Alarm Tags

==

1D Name Condition M

All v

Figure 4- 38
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MNew Alarm Tag

Name
Group
Connection
Level

Port

Register
Main No.

Register
Sub

Condition
Map Display

Message

1.BMS Alarm
1-Local Address
Minor

Bit Addres  w

@ on
ON @ OFF

OFF

Max. length allowed [249]

Max¢. character length 50 allowed

Date Type @

Sub No. 015 ( Decimal )

HDX

Main range 0 299999 | Decimal )

Cancel

Figure 4- 39
4.3.2 Current alarm

The alarm data in the "current alarm" sub-page are all the records that have not yet been
"confirmed". The administrator could "confirm" the current alarm data to change its state. The
alarm data could be queried according to the code, name, start and end date, and other conditions.
As shown below

(0] A Labl @ > & o
\Reat—mme Data Alam Historical Data Cloud SCADA Lua Script Pass-through Configuration &
Current Alarm Historical Alarm Alarm Tags Setting
All v All v All v w Export to XLS Cument pages v
Select All Name Level Message Value Trigger Time Status Confirmation
O Start alarm Minor ‘Warning: startup button is triggered! 1 Trigger 2021-07-28 00:21:47 Uncenfirmed m
O Start alarm Minor Warning: startup button is triggered! 8] Released 2020-11-11 0&:52:32 Unconfirmed
O Startalarm  Minor Warning: startup button is triggeredi 0 Released 2020-11-11 08:52:31 Unconfirmed m
O Startalarm  Minor Warning: startup button is triggered 0 Released 2020-11-11 08:52:30 Unconfirmed E
Figure 4- 40
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4.3.3 Historical alarm

The alarm data after the "confirm" operation is the historical alarm data and would be transferred
to the "historical alarm" sub-page. The data could be queried according to the code, name, start

and end date, and other conditions. As shown below

Current Alarm Historical Alarm Alarm Tags Setting

D Name
Start time End Date n
Select All 1D Name Level Message Value
O 39130 Start atarm Minor Waming: startup button is triggered! 1
O 39130 Start alarm Minor Waming: startup button is triggered! ]

Figure 4- 41

4.4 Historical data configuration

Labal @ &>

Real-time Data Histarical Data Cloud SCADA Lua Script

o &
Pass-through Configuration &
Trigger Status Time
Trigger Confirm 2021-09-13 10:45:06
Trigger Confirm 2021-09-02 14:41:11

Users could add the address to be monitored, collect data according to conditions, and form data

tables, which could be used for query and storage.

4.4.1 Historical tags

On the "Historical tags" sub-page of "Historical Data", Users could configure historical data,
including name, the connection device (communication port), address type, and register type, etc.,

As shown below

Historical Tag

Name Max. character length 50 allowed
Group His
Connection 1-Local Address

Port Bit Addres w Date Type @

Sub

Description Max. character length 50 allowed

Register i} Main range 0 299999 { Decimal )
Main No.

Register Sub No. 0 15 ( Decimal )

HDX

Figure 4- 42
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4.4.2 Data query

On the "Data" sub-page of "Historical Data", Users could query and delete historical data. including
name, the connection device (communication port), address type, and register type, etc. When
guerying data, users need to select or enter the monitoring point and start and end dates. The
display of historical data could be viewed in both tables and curves. As shown below.

(0] F'y Ll @ <S> [+ &
Realtime Data Alarm Historical Data Cloud SCADA Lua Script Pass-through Configuration &

Tag a Start Date 2021-11-25 00:00:00 End Date 2021-11-26 00:00:00 E= |ﬁ W

His ~
Past24hr Past7Days Past30Days Ascending Descending _Deletem(ected - Currentpage

Hurn Select All Time Hum Temp
lein O 2021-11-26 17:15:59.000 185 423
temp 0O 2021-11-26 17:10:59.000 905 726
temp2 O 2021-11-26 17:05:59.000 929 840
temp3 ) 2021-11-26 17:00:59.000 965 361

E3 2021-11-26 16:55:59.000 6138 59
tempd

O 2021-11-26 16:50:59.000 514 573
hum1

0 2021-11-26 16:45:59.000 891 512
hum2

O 2021-11-26 16:40:59.000 90 560
hum3

O 2021-11-26 16:35:59.000 251 763
fumd D 2021-11-26 16:30:59.000 335 10
Yield1

«« « » »» MNoiPage Perpage 500 + /Count288 ltems

Figure 4- 43
B A sk @ <S> o £
Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through Configuration &

Data ’ Historical Tag Setting
Tag Start Date = End Date E= | |||ai

His “

—o Past 24hr  Past7 Days Past30 Days Ascending Descending Current page v
Hum
- ® ®
Temp -
temp1 100
temp2 i
800 | ] | \
temp3 l | r 1 (1 1 ’ |
{fl I g | |
tempd 600 l ’ ‘ f ‘! \ | f { | I f
| I ‘ | ‘ ‘ | |‘ | | x |
hum1 | ‘ | I I l | | ‘
400-| (U 1 I ‘ | !
hum2 | ’ I\ I I|
| |

hum3 200 I | | ‘ . |
humd

) 0 : y ;
Yield1 2021-11-26 17:10:59.000 2021-11-26 12:30:59.000 2021-11-26 07:50:59.000 2021-11-26 03:10:56.000 2021-11-25 22:30:59.000 2021-11-25 17:50:58.000

Figure 4- 44
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4.5 Cloud SCADA

Cloud SCADA is to monitor remote configuration interface. Click it to jump to the interface, and a
cloud SCADA project bound to the V-BOX is As shown below

Data view Pass-through Basic

[0 detault group

O

i#% 1393 (]

305.7 KW

Figure 4- 45
(1) One V-BOX could be bound to at most one cloud SCADA project.
If the V-BOX is not bound to a cloud SCADA project, it would prompt "you have not bound the
Web SCADA project for Device, please bind it!".
If the bound project has been deleted, it would prompt "The project you bound has been deleted
or you have no permission to view it! Please rebind.". As shown below

The project you bound has been deleted or you have no permission to view it!
Let the eyes rest ket i
Please rebind

You have not bound the Web SCADA project for Device ,

I — The project you bound has been deleted or you have no
please bind it!

permission to view it! Please rebind.

Figure 4- 46
(2) V-BOX would preference to use the cloud SCADA project in the template. If a cloud SCADA
project template has been bound to the V-BOX, it couldnot bind or modify the cloud SACDA
project of the V-BOX separately.
(3) If the V-BOX is not bound to a template, the V-BOX could choose to bind the cloud SCADA
project specified in the cloud SCADA platform. The cloud SCADA project across the V-BOX is
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not optional.

(4) The V-BOX uses The template cloud SCADA project to design on the cloud SCADA platform, But
bthe browsing and viewing access are in the V-NET. The projects could not be browsed and
viewed in the cloud SCADA platform.

(5) If the template project is modified, Cloud SCADA of all V-BOXs using this template
would update synchronously.

4.6 LUA script

4.6.1 Lua script management

Click "LUA script" to jump to the LUA script management module of V-BOX. The module has the
functions including a script list, new script, edit script, delete scripts in batch, sync scripts, sync
scripts in batch, import scripts, export scripts, debug, view box scripts, etc. As shown below

Device e t Home | Account Setting | Email | Account management | Feedback | Role | & @ Service 1 O -

Real-time Data Alarm Historical Data Cloud SCADA

£ Custom Tags Pass-through Configuration
= default group
Select All  Status Name Execution Enable Sync Scripts Edit
Timing Details
Figure 4- 47
(1) New script
1) Create a new script
Click the button FEE i to fill in the name and execution, then click "save and next" to create a
new script. As shown below
Device T ate @ Service v Q 01( 5w
Real-time Data Alarm Historical Data  Cloud SCADA Pass-through  Configuration
£ Custom Tags
iox UrRAR GOt Edit Lua Scripts x
Name Enter name
Execution Initialization g

[ Tajalli

Figure 4- 48
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(1) Name. The name of the script should start with [a-z, A-Z] and a maximum of 32
characters are allowed.
(2) Execution. There are four script execution conditions as the following.

Execution condition Function Number
initialization Execute only once after power on. Maximum one
Execution if connected Execute after the V-BOX is connected to the server. Maximum one

. Execute when the box is disconnected from the .
Execution if Disconnected server Maximum one

Timing Executed cyclically according to the set timing time Maximum five

Table 4- 1
(3) Timing. If the user selects "Timing" as execution condition, the time and the time unit
need to be entered.

Edit Lua Scripts 5 ) x
Name 1
Execution | Timing W,
Timing 1000
Day
Minute

Second

Figure 4- 49
S Note: The script could not be modified after it is created except for the timing.
2) Edit script

s

(1) Click =] to jump to the LUA script edit interface and the script editor would display the

initialization code. As shown below.

Edit Lua Scripts { o X
tag Port Rea.. @] @ o H | 24 [
1 function testl.main()
Q. Al Groujv  Tag 2 --dosomething
3 end
MO Loca... HDX...
1233 Ethe... CIO5.0

Figure 4- 50
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(2) The LUA script written by the user would be written in the initialized function structure,
and the structure is not allowed to be modified.

(2) Script list
The added script is displayed in the script list. A Row represents a script. As shown below.

0] A [absl »n 4 e
Real-time Data Alarm Historical Data Cloud SCADA Pass-through Configuration
on [ woom |5 e T

Select All Status Name Execution Enable Scripts Edit
® tests Timing IED sync Details | [# &
® wecon258 Initialization IE3 Sync Details [ W
@ mq Timing CED Details [ W
D test Timing OFF Sync Details [£ 1
& test Timing OFF © Failed to run [Details] Details [ 1

Figure 4- 51

The following table describes the parameters in the script list.

Parameter Instruction

Status The two status of script, including sync and not synced
Name Script name

Execution Script execution condition
Enable Script enable switch.

ON is to enable the script, and OFF is to disable the script. When the V-BOX is offline

Sync
Y or penetrating, the button is grayed out and could not be operated.
Scripts View the scripts that are already running on the V-BOX.
Operation Edit or delete the script.

(3) Delete script

=

Edit the button to delete the script. Select multiple scripts, click the

® Delete selected .
button to delete in batch. As shown below.
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(0] A Latal @ <> o &
Real-ime Data Alarm Historical Data Cloud SCADA Lua Seript Pass-through Configuration
2
Select Status Name Execution Enable Sync Scripts Edit
& t1 Execute if connected [l o~ | sync Details [ 0@
@ 12 Execute if disconnected E3 sync Details (& T
® tests Timing e sync Details (@ T
Figure 4- 52
(4) Syncin batch
o ) ] = Sync Selected ) )
Select the scripts in the list, click the button to sync in batch. The failed sync
information would display after the sync button in the script list. As shown below
0] A Lanl @ <> £ &
Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through Configuration
2
g [P ey
Select A Status Name Execution Enable Sync Scripts Edit
® t Execute If connected orF Details Z @
[} t2 Execute if disconnected OFF Details & W
® tests Timing e sync Details Z m
Figure 4- 53
™ testt Timing (=3 Detais Z @
® test Timing [ o~ | @ Failed to run [Details] ~ Details @ B
Figure 4- 54

(5) Import and export script

# Export
1) Export script. Click the button -, all the scripts of the V-BOX could be exported as a
file with a .script extension.

2) Import script. Click the button m the file with a script extension could be imported
to the V-BOX. After the script is imported, the script in the current V-BOX is cleared.
S Note:
(1) Replacing the communication port would replace the original communication port in the
script with the communication port of the current V-BOX.
(2) If the communication port of the current V-BOX is empty, it would prompt: there is no
communication port configuration in the script, no need to replace it.

(3) If the communication port in the imported script file is empty, it would prompt: there is no
communication port configuration in the script, no need to replace it.
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(6) Debug

> Del
Click the button to jump to the script debug interface. As shown below.

0] A Lotk @ &5 e

Real-time Data Alarm Historical Data Cloud SCADA Pass-through Configuration
Debug Return to the list
OFF Clear

Figure 4- 55
4.6.2 Script editor

The script editor is an online editor to write Lua scripts. When creating new scripts and modifying
scripts, users could switch to the script editor page to write the Lua script of the V-BOX script. As
shown below.

Edit Lua Scripts ® "
tag Port Read Ad... & @& B a @ [ @
2 print("IN MQ Function")
0O | nt 3 if not mg.m then
), |AllGroups ~ | Tag A P p——
5 mg.m, err = mgtt.create("tcp://192.168.1.10:1883", "vbox") -- Create object
11 Local Ad HDX0.0 I 5 if mg.m then
7 mgq.config = {
test1 Local Ad... HDX0.0 8 ! username = "', -- account number
= 9 | password = ™", -- password
Test Local Ad HDX0.0 18 | netway = 1, -- WIFI connection, wrong value or not specified will use Ethernet
11 } -- keepali 18@, -- Optional, set the connection heartbeat interval to 188 seconds
Y2 COM1 Y2 12 | -- ansession = @, -- Optional, keep the session
13 3}
SOC 4 Local Ad... HDWS503 14 mq.m:on("message”, function(topic, msg) -- Register to receive message callback
15 | locsl str = string.format(” 'y topic, msg)
SOC 3 Local Ad... HDWS0Z 16 | print("mgtt msg:", str) -- Print out the subject and content received
17 end
S0C 2 Local Ad... HDWS501 18 ) ”
19 mg.m:on( "offline”, fi ion (cause) -- Register for lost connection callback
soc 1 Local Ad... HDW500 T:'i | d}-— addr_setstring("@ox", "cause"..(cause or " got nil"))
2 en
Battery Modal SN 4 Local Ad.. HDW450 22 Imq.m:nr.\(“a:rived“,‘funstinn() -- Register to send a message to the callback
23 | print(™"msg arrived”)
o | 24 end)
Battery Model SN 3 Local Ad... HDW400 a5 E15a
- 26 | rint("mqtt create failed:", err) -- Failed to create object
Battery Model SN2 Local Ad... HDW350 = L PRI e ° ?
28 else
Battery Model SN 1 Local Ad... HDW300 29 if mg.m:isconnected() then
3e -- If online, post a message
BMS4 Cell Tempera... LocalAd... HDW235 31 print("Connected")
32 mq.m: publish("devices/wecon_82/messages/events/", "this is from box", 8, @)
BMS4 Cell Tempera... Local Ad... HDW234 33 else
34 | print("Not Connected")
BMS4 Cell Tempera... LocalAd... HDW233 35 | local stat, err = mg.m:connect(mq.config) -- connection

Figure 4- 56
The function sections in the script edit page are As shown below.
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Edit Lua Scripts *
Monitoring points Ilsto SR Tool bar
tag Port Read Ad... | * o) @) 1=} = = 3 2]
AllGroups  ~  Tag '1 L setstring("@ooc”, “cause”..(cause or " got nil")) Code edltlng area
Z1 en
m Local Ad HDX0.0 I 22 .) -- Register to send a message to the callback
testl Local Ad... HDX0.0 24 i
25 else
Test Local Ad. HDXO.0 26 | print("mgtt create failed:", err) —- Failed to create object
7 end
Y2 CcoM1 28 =
o 38 ost a message
S0C 4 Local Ad 1 “Connectad”)
o e 2 ("devices/wecon_62/messages/events/", "this is from box", @, @)
; = 34 | print("Not Connected”
s0C2 Local Ad.. a5 | local stat, e mg.config) -- connection
36 |
S0C 1 Local Ad 37 ", err)
a8 return directly
Battery Model SN 4 Local Ad 39
48 s/vbox-demo/messages/events/", @) -- Subscribe to topics
Battery Model SN 3 Local Ad.. 41
42 sed as interface demonstration usage, know how to call it
Battery Model SN 2 Local Ad.. 43
14
Battery Model SN 1 Local Ad HDW300 a3 ——mg.micl
46 end
BMS4 Cell Tempera . Local Ad..  HDW235 a7 xnd
= Note
BMS4 Call T Local Ad... HDW234 : Note area ”
e emeeta seakes s Function: Save current code ecial note:shortcutfctri+s].A small red dot next to the save bution indicates that the codes have been modified, but
BMS4 Cell Tempera... Local Ad... HDW233 have not been saved

Figure 4- 57
(1) Monitoring points list

1) The area displays all the monitoring points of the current V-BOX with a function of search
monitoring points.

2) Click the line of the monitoring point, and the monitoring point would be inserted at the
current cursor of the script editor. The inserted monitoring point would be added with the
symbol "@" in front of the monitoring point name in the editor and defined as a string. For
example, "@City A temperature"”, the monitoring point variable would check grammar
following the grammatical rules of the string. After the script is synchronized, the monitoring
point variable would be converted to an address on the server-side and sent to the V-BOX
side for use.

S Note:

(1) The address format of the monitoring points are converted to is "@ address type _ serial
number # station number: register type major number. sub number". If the station number is
empty, then remove it. If the sub number is empty, then remove it.

(2) When the mouse passes over the row where the monitoring point is located, more
detailed monitoring point information would be displayed through the floating box, and clicking
the floating box could also display it to the cursor of the script editor.

(2) Toolbar
The toolbar is at the top of the script editor. As shown below.

2° & & © & 4« A B @0

Figure 4- 58
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From left to right, the functions are as below.

(1) Save codes. Save the current codes, with the small red dot next to it indicating that the
code was modified but not saved.

(2) Clear codes. Clear the current codes in the script editor, and restore them to the
initialization structure.

(3) Insert new address. Inserts a new bit or word address at the current cursor.

(4) Copy codes. The shortcut keys are "ctrl+c". For some browsers with earlier versions (IE8 and
below), it may not be able to copy content for use outside of this editor. It is advised to use "ctrl+c".

(5) Paste codes. The shortcut keys are "ctrl+v". This button is limited to pasting text copied
from the current editor except using Internet Explorer. t is advised to use "ctrl+v".

(6) Cancel. Cancel the actions in the editor at each step.

(7) Restore. Restore the actions in the editor at each step.

Comment. Comment or uncomment the code in the current line or the selected line.

(9) Help. Jump to help document of script editor, and it is a simple introduction to Lua script
editing.

(3) Code editing area
The Lua script editor provides Lua scripts for users to write scripts and could perform syntax
verification, keyword prompts, common code snippet prompts, variable prompts, code completion,
etc. At the same time, it provides monitoring point management functions, which could be directly
Insert the address as a variable in the code.

1) syntax check

=] [0} @ 0 El & a0 (3

function mg.main()
print("IN MQ Function")

: if not mg.m then

B s | local err = ""n

(1]

Lt

..'l “".'5_-!':'}?.. :I

-
u

[4:22] Unexpected identifier 'n' near '
| - -

Figure 4- 59
Users could check the validity of the syntax in real-time when writing Lua code. As shown in the

error message would be prompted after the mouse placing. When multiple lines have errors, it
would be displayed on the first line of the error. After solving the error in this line, it would be
displayed on the next line of the error line.
The syntax check includes the following contents.

(1) Check the spelling of keywords.

(2) Check the definition of variables.

(3) Check the usage specifications of operators.

(4) Check the syntax of the function structure.
S Note: The syntax check above does not include running error checking. Running error checking is
an error message that is sent to the box, compiled through the V-BOX, and returned.

figure above, there would be an icon next to the line number of the syntax error line, and the
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2) Script prompts
When writing code, the script editor provides hints for fuzzy matching keywords, defined variables,
code snippets, etc. Click the corresponding prompt line to complete the codes. As shown below

fo PI
fori snippet | for
forp snippet
 for snippet
for keyvword
forsach keyword for ${1|}:${21}${31ﬂ} do
forzachi keyword S{4-print{i)}
format keyvword end
floor keyvword

Figure 4- 60

The provided prompt codes and complete codes include the following categories:

(1) Keywords. Lua language keywords, built-in method names, built-in constants, library
functions.

(2) Code snippet. commonly used code snippets in Lua language.

(3) Defined variables (local), the names of all the defined variables.

Name Sample code Name
Code localx=1 Variable
snippet definition

function fname(...) Function
-- body structure
end
fori=1,10 do for loop
print® structure
end
while (condition) while loop
do structure
-- body
end
if (condition) Conditional
then structure
-- body
end
Method _G|_VERSION |assert | collectgarbage | dofile | error | getmetatable | ipai
name rs|" +
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"load|loadfile | next| pairs|pcall | print| rawequal |" +

"rawget | rawlen|rawset|require|select|setmetatable|" +

"tonumber |tostring|type | xpcall | create|isyieldable | resume|running
"+

"status|wrap|yield | debug|gethook | getinfo|getlocal |" +
"getmetatable | getregistry | getupvalue|" +
"getuservalue|sethook|setlocal | setmetatable | setupvalue|setuserval
ue|traceback|upvalueid |upvaluejoin|" +
"abs|acos|asin|atan|ceil|cos|deg|exp|" +
"floor|fmod | huge|log| max| maxinteger|min|mininteger|" +
"modf|pi|rad|random|randomseed |sin|sqrt|tan|" +
"tointeger|type|ult|clock | date | difftime|time| config|cpath|" +
"loaded |loadlib|path | preload|searchers|searchpath|byte|char|du
mp|" +

"find | format|gmatch|gsub |len|lower|match | pack|packsize|rep|rev
erse|" +

"sub|unpack|upper|concat|insert| move | pack|remove|sort|unpack
|charpattern|" +

"codepoint|codes|offset|" +

"foreachi|maxn |foreach|concat|remove

Built-in true|false|nil|_G|_VERSION
constants

3) Codes highlight

Code type Color

Normal code Black

Keyword Red

Variable Black

String Blue
Built-in method name Green
Constants and built-in constants Purple
Library function Black
Comments, [[xx]] Gray
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(4) Note area

¢ Note

~unction:Paste  Special note:Shortcut[ctrl+v].Except for IE browser, this button is imited to pasting content in the

current editor. It is recommended to use ctri+v to paste the key combination

Figure 4- 61
1) It is located below the script editor and hidden by default. A prompt is displayed when
user clicks a custom method name or the mouse moves over the toolbar button.

X

2) Double click the prompt box or click the button to close it.

3) Click the up or down arrow to expand or collapse the prompt message.
(5) Save reminder

If the script content is modified and not saved, a confirmation dialog box would be displayed
when jumping to another module. The message varies with browsers.

Leave site?

Changes you made may not be saved.

Leave Cancel

Figure 4- 62
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Chapter 5 V-BOX template

5.1 Template introduction

Users could use the configuration of a custom general template to make all V-BOX bound to the
template use V-BOX the configuration uniformly, instead of configuring a single V-BOX one by one.
Using templates to configure V-BOX would greatly improve the configuration efficiency of the
V-BOX of the same model, which is easy to manage and easy to use. The V-BOX that uses this
template would automatically synchronize the configuration of the template's data points and
communication protocol, and its original configuration would be overwritten by the template's
configuration. The change of the template set would be automatically synchronized to all the
V-BOX in the template. When the V-BOX is removed from the template, the V-BOX would
automatically have the same monitoring point and communication protocol configuration as the
template.

Click on a template name in the template list on the left, on the right side, the user could configure,
view, and publish the current template. At the top is the menu bar of the current template,
including Basic Information, Template Configuration, Device List, Release, Release and save as
history, History version. The button is the basic information of the template.

Template Home | Account Setting | Email | Account management | Feedback | Role @ Service = i QTG

Q

Template Config Device

B Default group

44

44

Default group

2021-07-20 11:43:35

V-BOX S-NG

Figure 5-1
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5.2 Template operation

Click the switch menu [Template] at the top left of the V-NET. In the template list, users could view
all templates created.

Template

Q

(= Default group

Figure 5- 2

(1) Template search. On the top of the template list, users could enter the template name in the
search box for a fuzzy search, and the group to which the matched template belongs is
automatically opened, and all matching results could be viewed.

(2) Template. In the template list, the templates are managed in the way of first-level group
management. Click the group name to open the group and view all the templates under the
group. When you click again, you could shrink the group. Click the template name could view
the detailed content of the template on the right side of the page.

(3) Shortcut key. The number of V-BOXs bound to the template, the delete template
button, and the copy template button are displayed below each template name

(4) Toolbar. The toolbar at the bottom of the template list contains add a template, group
management, and refresh template list.

5.2.1 Add template

Click the button . on the toolbar to add a new template. As shown below.
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Add Template

Group Default group

Model V-BOX S-00

Remarks
Information

Figure 5- 3
(1) Template name. The name of the created template. The name could not be empty.
(2) Template group. Select the group to which the newly created template belongs.
(3) Model. Select the V-BOX model bound to the template.
S Note: Once the template is created successfully, the V-BOX model is not allowed to be modified,
and the template could only be bound to the V-BOX of the same model.
(4) Remarks information. Remarks information of the template.

5.2.2 Group management

Click the button - on the toolbar, and in the pop-up box, users could manage the grouping of
templates.

(1) New group.

At the top of the group management pop-up box, Users could add a new group. Enter the group

e
e

name in the input box and click the button S84 to add a group. The group name is not allowed

to be empty, and no spaces are allowed.
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Template Group Management x

New Group | | tesq m

Group Name Edit

Close

Figure 5- 4

(2) Group management.
In the group management pop-up box, all the groups created would be displayed. Users could
modify and delete the selected group.

S Note: If there are templates in the group, Users could not delete the group. Users need to
remove all the templates before delete them.

Template Group Management x

Group Name Edit

Close

Figure 5-5

5.2.3 Copy template

Click the button . under the template name in the template list to copy the current template as
a new template, As shown below
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Copy Template

Source Template 44

Name

Group Default group

2]

Model V-BOX 5-NG v
Remarks
Information
%
Figure 5- 6

S Note: For the copied new template, only the template name, grouping and remarks could be
modified, but the model of the V-BOX could not be changed.

5.2.4 Generate template

Right-click the name of the V-BOX in the V-BOX list, and click the [Generate Template] button to
generate a new template from the configuration of the V-BOX that is not currently bound. The
V-BOX model of the new template is not available for change, as shown in the following figure.

& Custom Tags

E default group
Replace
Pass-through
Cloud SCADA
Share configuration
Export

Import

Mark on map

Generate template

@ Service v % ? 1

Alarm |4  Generate template x Bt of
52215
=g
Name
—Map Th Group Default group v
Shar
Model /-BOX H-AG v
00g
| Remarks
Information
lurrent
'Sourc
Figure 5-7
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5.2.5 Delete template

If a template is bound to a V-BOX, the template could not be deleted. Users need to unbind all
V-BOXs bound to the template to delete a template.

Are you sure to delete this template

The template is in use by Device and cannot be d
eleted!

Figure 5- 8

5.3 Basic information

After clicking the template name, the [Basic Information] page of the template is opened by default,
as shown in the figure below.
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RCILCICHE ) <  Home | Account Setting | Email | Account management | Feedback | Role | & @senice» [0 0134

Q

Template Config Device

& Default group

Name test1

Group Default group

Creat date 2021-11-30 15:04:41

V-BOX H-AG

Figure 5-9

(1) Inthe [Template Statistics] of [Basic Information], some statistics of the V-BOX bound to the
template are displayed, including the total number of devices using the template, the number
of online devices using the template, the number of successfully synchronized devices, and the
number of failed devices.

(2) Inthe template [Basic Information], view the basic information when V-BOX creates the
template.

(3) Click the [Modify Information] button to modify the basic information of the template. The
V-BOX model of the template is not allowed to be modified, as shown in Figure below.

Modify Template Information

Name 44
Group Default group W
Model V-BOX S-NG “
Remarks
Information

S

Cancel

Figure 5- 10
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5.4 Template configuration

Click the [Template Configuration] menu to enter the detailed configuration page of the current
template. The detailed configurations include Communication port configuration], Real-time
monitoring point configuration, Alarm record configuration, Historical data configuration, Script
configuration, Cloud SCADA configuration, Global setting. As shown below.

Template i) < Home | Account Setting | Email | Account management | Feedback | Role | # @ Service = d OTL iw

= =
Basic Device
& Default group
Real-Time Alarm Historical Script Cloud SCADA Global Setting (]
> equipment connected with Device (such as: PLC brand and model, data acquisition module, PID control table or MODBUS standard
ID Port PortID Port Protocol Edit
1 COM1 26218 RS232 Allen-Bradley DF1 F
COoM2 26219 RS232 Allen-Bradley DF1
Figure 5- 11

(1) Communication port configuration. Configure the communication port used by the template.
For specific configuration, please refer to 4.1.3 [Communication Port Configuration].

(2) Real-time monitoring point configuration. Configure the real-time monitoring point for the
template. For specific configuration, please refer to 4.2 [Real-time data configuration], but
there is no real-time data of monitoring points in the template.

(3) Alarm record configuration. Configure the alarm record for the template. For specific
configuration, please refer to 4.3 [Alarm_Configuration], but there is no specific alarm data in
the template. To view the alarm data, Users need to view it in the V-BOX bound to the
template.

(4) Historical data configuration. Configure historical data for the template. For specific
configuration, please refer to 4.4 [Historical Data Configuration], but there is no specific
historical data in the template. To view the historical data, Users need to view it in the V-BOX
bound to the template.

(5) Script configuration. Configure the scripting strategy of the template. For specific
configuration, please refer to 4.6 [Lua script], but the template could not be issued with a
separate script strategy, and it also could not view the scripts run by the V-BOX.

(6) Cloud SCADA configuration. Users could select only one Cloud SCADA project for the

template configuration. Click the button in the upper right corner “ to jump to the Cloud

SCADA platform to design the Cloud SCADA project of the template. For the design of a
template Cloud SCADA project, users could only click here to jump, and the project couldnot
be found on the Cloud SCADA platform for design. For specific configuration, please refer

to 5.8 [Template Cloud Configuration].

(7) Global setting. Configure the traffic saving mode and data push function for the template.
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5.5 V-BOX list

Click [V-BOX List] configuration menu to bind the template to the V-BOX. Synchronize the template
configuration to the V-BOX, and the configuration in the V-BOX would be modified to the
configuration of the template, and the template configuration would overwrite the original
configuration of the V-BOX.

S Note: A V-BOX could be associated with only one template, and a template could be associated
with multiple V-BOXs.

IEULEICEEE B < Home | Account Setting | Email | Account management | Feedback | Role

= o
'
Basic Template Config
= Default group
2
Search
Select All State Device Name Access Key Association Time Sync
Figure 5- 12

5.5.1 Associate V-BOX

(1) Click the button = , and in the pop-up box, the user could select the
V-BOX of the same model as that in the template under the same account to associate the
template. The list only displays the V-BOX of the same model that is not associated with the
template. As shown below.

Adfter association, if the template has been released, all
the original configurations of Device will be deleted, and
the template configuration will be synchronized to Device.
Are you sure to associate the selected [1] Device?

g

Figure 5- 13
S Note: This is only to associate the V-BOX to the template. If the template is not published and
the synchronization configuration is not operated, the template in the V-BOX is still the original
configuration, that is to say, the configuration of the template is not delivered to the V-BOX.
(2) The associated V-BOX would be displayed in the V-BOX list.
(3) Inthe V-BOX list, Users could view the status of the V-BOX bound to the template, the name of
the V-BOX, machine code, associated time, synchronization status, operation, etc.
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E 3 = @ Release and save as historical Historic Version
Basic Template Config Device

Select All State Device Name Access Key Association Time Sync status Edit
] H-AG V1300t T l1bc 2021-11-30 16:55:08 Synced Check Device View Disassociated
Figure 5- 14

(4) View the data of each module in the current configuration of the V-BOX. As shown below.

E e — @ Release and save as historical Historic Version
Basic Template Config i

Select All State Device Name Access Key Association Time Sync status Edit
] H-AG V1300t T l1bc 2021-11-30 16:55:08 Synced Check Device View Disassociated
Figure 5- 15

5.5.2 Disassociate V-BOX

Disassociate V-BOX. Disassociate the V-BOX from the template. After disassociation, the V-BOX
retains all the configuration information of the release version in the template.

= Disassociate series
Click the button_ or [Disassociated] behind the V-BOX to disassociate the

selected V-BOX or the current V-BOX from the current template in batches. After disassociation, a
published configuration of the template would be copied to the V-BOX, and the V-BOX would
disassociate the template and restore it to the original un-associated template.

After disassociation, if the template has been released,
Device will generate the same configuration as the
template. Are you sure to disassociate?

Cancel

Figure 5- 16
5.5.3 Synchronous configuration

= Sync configuration
Click the button to send the configuration (release version) of the

template to the selected V-BOX. The current online V-BOX would be delivered immediately, and the
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offline V-BOX would be delivered after the next time it goes online. After the synchronization is
successful, the configuration of the current template would overwrite the configuration of the
selected V-BOX. As shown below.

Synchronous configuration will re-issue the template
configuration to Device (online Device will be issued
immediately, offline Device will be issued after the next
time they go online), Device will reload the configuration
once, are you sure to synchronize the configuration for
the selected Device?

Figure 5- 17

5.6 Release template

The template could only take effect after it is released. That is, the template configuration edited by
the user could be synchronously delivered to the bound V-BOX only after it is released. The
released template is called [Release Version]. A template could only have one release version at
most, and the others are called the historical version or the currently edited version.

The V-BOX synchronization configuration function in 5.5.3 Synchronous configuration is to deliver
template configuration of [Release Version] to the V-BOX. If the template has never been released
before, it would prompt [The template has not been synchronized] when synchronizing the
configuration of the V-BOX. At this time, the user needs to release the template first, and then
perform the synchronization configuration of the V-BOX.

5.6.1 Release template

The configured template needs to be released before it could take effect. Click the

button to release the current template. After a successful release, the configuration

would be automatically synchronized to all bound V-BOX. As shown below.
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o

After the template is released, the configuration of the
template will be delivered to all associated boxes (online
boxes will be delivered immediately, offline boxes will be

delivered after the next time they go online). Before
publishing, please carefully check whether the template
configuration is fully configured. Are you sure to publish?

Cancel

Figure 5- 18

5.6.2 Release and save as historical

® Release and save as historical
Click the button to release the current template and save it as a

historical version. The stored historical version could be viewed or rolled back in the [historical
version] page, as shown below.

Release and save as historical

shed version can be rolled back or viewed in the historical v

Fill out the release log

Cancel

Figure 5- 19
5.6.3 Historical version

Click the [Historical Version] menu to view the release version of the current template and all
historical versions, as shown below.
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@ Current historical version® Ple:

Release Date Release Log Operation
2021-12-01 09:39:49 (F Roll back to this u‘ersunnllDe:a:!sl
2021-12-01 09:39:49 Rell back to this version Details

1-12-01 09:39:27 Roll back to this version Details

Figure 5- 20
(1) Release version
The first one in the history version list is the [release version] of the current template.
(2) History version
Except for [Release Version] in the list, all historical versions are stored after [Release and save as
historical version].
(3) View details
Click the [Details] button to view all configuration information of the selected version.
(4) Roll back to this version
Click [roll back to this version] to overwrite the currently edited template configuration information
with the configuration information of this version. Only the current edited version is overwritten,
and the release process is not performed.

5.7 View the V-BOX bound to the template

When the template configuration is completed and the configuration is delivered to the V-BOX, the
user could view the configuration and data of the V-BOX in the [Device] list.

The status icons of the V-BOX with bound template and the V-BOX with an unbound template in
the list of the V-BOX are shown below.

5.7.1 The V-BOX with bound template
(1) Theicon behind the V-BOX : indicates that the V-BOX is bound to a template.

(2) The icon behind the V-BOX : indicates that the V-BOX is bound to a template of another

account.

(3) The V-BOX with the icon could view the bound template. The user could right-click the

name of the V-BOX and select [Currently Binding Template] in the right-click menu to jump to
the template, as shown below.
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Follow

Share Device
Move Group

Copy Access Key
Transfer

Replace
Pass-through
Cloud SCADA

Share configuration
Export

Mark on map

Figure 5- 21

5.7.2 V-BOX with unbound template

The icon behind the V-BOX : indicates that the V-BOX is not bound to any template. Right-click

the V-BOX name, and click the [Generate Template], the configuration of the V-BOX could be

generated a new template.

€ Custom Tags

= default group

Replace

Pass-through
Cloud SCADA
Share configuration
Export

Import

Mark on map

o
AT

Figure 5- 22
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5.8 Template cloud SCADA

Adding a template cloud SCADA in the [template configuration] interface of the V-BOX template is
to configure a cloud SCADA project for the template, and to jump to the cloud SCADA platform for
configuration design. To view the data status screen of the analysis page of the cloud SCADA project,
the user needs to browse to the cloud SCADA module bound to the template.

5.8.1 Configuration toolbar

The tools in the toolbar are to operate the currently bound configuration project, the specific
operations are as follows:

(1) Full screen -2 To realize the full screen display of the configuration project. Print "Esc" to exit

the full screen.

(2) Bind the V-BOX configuration project 41 If the V-BOX does not use a template, the button

could bind the V-BOX or modify the cloud SCADA platform to specify the configuration project
of the V-BOX. If the cloud SCADA project in the template has been used by V-BOX, this button
is grayed out and could not be used.

(3) Unbind the V-BOX configuration project % . Click the configuration project in the selected
configuration project list again to unbind the V-BOX cloud SCADA for the V-BOX.

(4) Edit A . Edit the configuration project bound to the V-BOX, and it would jump to the
configuration editor page of the cloud SCADA platform.

5.8.2 Template configuration cloud SCADA

(1) If the template has a cloud configuration project, click the button £ in the upper right corner

to jump to the cloud SCADA platform to design the cloud SCADA project of the template. If the
template has not been configured with the cloud SCADA project, click [Create] to jump to the
unique cloud SCADA editing interface of the modified template, as shown below.

BCIEIGEIE B)<  Home | Account Setting | Email | Account management | Feedback | Role @ Service » Q Oﬂ: ihd

Basic [ Device

= Default gm'é'\
esi3 Communication Real-Time Alarm Historical Script Global Setting

The template has not yet configured Cloud SCADA projec, Create

Figure 5- 23
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(2) Edit the cloud SCADA project in the cloud SCADA platform interface, click the save button in
the upper left corner, as shown below.

Web Cloud Config A

Status0 v || Languagel v |14 »

Template cloud SCADA sample

\ g/
{40 il 60}

asic Common ! ‘
20 0
| - (~ ) OFF | - ]
b - 10 90
Line Rectangle ‘ ’
0 100

Circle Ellipse

Figure 5- 24
(3) Click [Release] or [Release and save as history] to release the current template. As shown

below.
Template ¢ \ @ Service = iy 01

Device

= Default group

Commu... Real-Time Alarm Historical Script Cloud S Global ...

Template cloud SCADA sample

\ g/
{40 %0 60%

(’“-iOFF) gi/ E

3 £

Figure 5- 25
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(4) View the cloud SCADA module in the list of devices associated with the V-BOX. As shown

below.
Device < @senvicer [ O 1 -
o A Lahl o o
Real-time Data Alarm Historical Dat Lua Script Pass-through  Configuration
@ Custom Tags |
= default group @ @

Template cloud SCADA sample

oy,
{40 o 60}

i
@ () ¢

\F

[ Tajalli

Figure 5- 26
(5) When unbinding the V-BOX from the template, if the template has a cloud SCADA project, a
cloud SCADA project specifying the V-BOX would be generated in the centralized monitoring
module of the cloud SCADA platform. The project name is "template+ V-BOX name+random
number". As shown below.

template_H-AG_1638348463889

Template cloud SCADA sample

i {ﬁw} @
Jo®) )
¥

Figure 5- 27
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5.8.3 Differences with cloud SCADA platform

(1)

(2)
(3)

(4)

(5)

(6)

The template cloud SCADA could not be found in the cloud SCADA platform. The template
cloud SCADA project could only be edited from the [template]-[template configuration]-[cloud
SCADA] of V-NET.

The V-BOX bound to the template project could only use the configuration of the template.
When viewing the template cloud SCADA project, only the default status of the component
could be viewed, and could not view the data status and operate. Users could only view the
data of the project in the [device]-[cloud SCADA] bound to the template V-BOX.

When designing the template cloud SCADA project, there is no function of compiling and
importing the template, be sure to click save.

When unbinding the V-BOX from the template, if the template has a cloud SCADA project, a
cloud SCADA project specifying the V-BOX would be generated in the centralized monitoring
module of the cloud SCADA platform. The project name format is "template+ V-BOX
name+random number".

If the template has been configured with a cloud SCADA project, only the cloud SCADA project
could be displayed in the cloud SCADA module of the V-BOX bound to the template. and the
V-BOX could not be configured to specify to use other cloud SCADA projects.
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Chapter 6 Account management

When logging in to an account, bind the V-BOX with the account by adding the V-BOX information,
and the account bound to the V-BOX is called the "administrator account". A V-BOX could only be
bound to one account, that is, the administrator account is unique.

6.1 Administrator authority

An admin account could be configured with multiple view accounts, and the view accounts could
be assigned to monitor the V-BOX, as well as the read and write operation rights of the V-BOX
data. As shown below.

(AlazAzma | [ B1B2B3 | (Ci2Gc | pib2ps |
For T

Multi-data ‘%
monitoring ‘
| ! | Administrator
| |
@I Viewer 1 a‘fiewer 2 .GP. Viewer 3
Figure 6- 1

Here is the relationship analysis of the figure above. The admin account has four V-BOXs (A, B, C, D),
and each V-BOX has operable data (A1, A2, A3, A4, B1, B2, B3, C1, C2, C3, C4, D1, D2, D3). And
Admin account creates three view accounts, and assigns different authorities for each view
account.
For example,
(1) View account one could monitor and operate one data (A1, B1, C1, D1) of four V-BOXs (A,
B, C, D),
(2) View account two could monitor and operate one data (A2, B2, C2, D3) of four V-BOXs (A,
B, C, D),
(3) View account three could monitor and operate the data (A3, A4, C3, C4, D3) of three
V-BOXs (A, C, D) ).

6.2 View-account management

Click the "Account Management" button to enter the view account management page. List). In the
view account management page, the user could perform operations such as adding, disabling, and
authority management of view accounts. Authority management includes the management of
real-time monitoring points, historical monitoring points, and alarm monitoring points.

91 WECON technology Co., Ltd.



"’El: CIN Wecon V-NET Web User Manual (V3.1)

< Home | Account Setting | Email | Feedback |Role | & @ Service * o O 1 ¥
1
1

Allgroup  w All states w Account type v 5 Group Setting O Roke

Cloud SCADA
User Name Group Email Phone Number Enable Accounttype Time Created
= Email
test  Default group Viewer | 2021-04-13 11:41:13 E
@ Help
o rsi025 10521 (T O o et

% HITTP access
a || » No. 1 Page Perpage 10 v [Count 2 ltems
% Request to share

Figure 6- 2

6.2.1 Create account

The status of view accounts could be divided into Enabled or disabled.

=+ Create account
Click to create a view account, and the account and password of the view

account need to be entered. The user could select whether to enable the view account
immediately after adding the view account.

Creat account b

Name o Viewer

User Name
Password
Group Default group b
Enable

Figure 6- 3
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6.2.2 Authority Management

When disabling a view account, uncheck it directly, and login would be prohibited after disabling.

All group v All states v Account type  w 28 Group Setti

User Name Group Email Phone Number Enable Accounttype
wecon_userd Viewer
wecon_userd Default group Viewer
wecon_user2 Viewer
wecon_user Viewer

Figure 6- 4

6.2.3 Modify the monitoring point authority

) @Real-Time Tags . o ) . . .
Click the button to modify the monitoring points authority of a view account, it

would jump to the "modify the status of the monitoring point" page.

Home = Sub-account
All group hd All states v Account type v of Group Setting =+ Create account

User Name Group Email Phone Number Enable Accounttype Time Created

wecon_userd Viewer 2019-03-26 17:35:26

[ZEdit Account | ®Real-Time Tags
wecon_userd Default group Viewer 2019-03-26 17:26:35 @Real-Time Tags
wecon_user2 Viewer 2019-03-26 17:26:23 @®Real-Time Tags

Figure 6- 5
Users could manage the monitoring point authority of the currently selected view account,
including "read only", "Write only", or "Read and write". Users could unbind the monitoring point
authority of the view account. After unbinding, a certain set of authorities ( real-time, history, and

alarm) of the view account for the monitoring point would be deleted.

sl Fisty

Edit Tag

Tag permissions @ read-only Write-only Read-write

Figure 6- 6
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6.2.4 Assign monitoring point

Assign monitoring points to the currently selected view account. The assigned monitoring points
could come from different V-BOXs. After the assignment, the view account has a certain set of
authorities to the assigned monitoring points.

Home > View Account >test
Real-time permissions

No template  ~ <+ Assign monitoring point + Batch editing W Unlink series

serial Tag Device Permissions Edit
1737764 545 1212 Read-only # Change Permission
Figure 6- 7

(1) Real-time monitoring point assignment

It is to assign the monitoring points under [Real-time tags] under the V-BOX. Users could
select "Assign all" to assign all the monitoring points under the selected device, that is to select all
the remaining unassigned monitoring points of the device.

Home = Sub-account
Allgroup v All states w Account type v 8 Group Setting == Create account /

User Name Group Email Phone Number Enable Accounttype Time Created

test Default group Viewer I BV KR Y R [(#Fdit Account | ®Real-Time Tags | |dil
Test1 Viewer 2019-10-05 10:06:29 = FEFeRENGETE K A= S ki BT

Figure 6- 8
S Note:
(1) If the monitoring point authority is read-only, it could not be modified to write-only or
read-write.
(2) If the monitoring point authority is write-only, it could not be changed to read-only or
read-write.
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Assign the remaining tags to the view accountitest) 4
Template ~ No template v Device  All Device W
Assign All | Assign new permission Read-only ~ Writeonly  Read-write

Tip: Check Assign all to assign all unassigned tags in selected box.If tag advanced permission is read-only or write-
only, it cannot be modified. When saving, the modification will be skipped.Tip:Only Read & Write tags can modify read
or write permission.

Select All Name Device Permissions = Address
7987 1212 O Read-only O Write-only @ Read-write 0
1233 1212 O Read-only @ write-only O Read-write 5.0
0O MO 1212 ® Read-only O Write-only 0 Read-write 13

Cancel m
Figure 6-9

Real-time permissions

Mo template v + Assign monitoring point <+ Batch editing E Unlink series

serial Tag Device Permissions Edit

173774 o5 1212 Read-ory
J— - 1212 —
rises 1239 212 wite-ony

Figure 6- 10
(2) Historical monitoring points assignment

It is to assign the monitoring points under [Historical tags] under the V-BOX. Users could
select "Assign all" to assign all the monitoring points under the selected device, that is to select all
the remaining unassigned monitoring points of the device.

Home > Sub-account
All group hd All states v Account type ~ ©f Group Setting

Iser Name Group Email Phone Number Enable Accounttype Time Created Edit

test Default group Viewer 2021-04-13 11:41:13 @®Real-Time Tags | |l Historical Tags | £
Test1 Wiewer 2019-10-05 10:06:29 @Real-Time Tags | 4l Historical Tags E

Figure 6- 11
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Assign the remaining tags to the view account(test)

Template No template v  Device All Device v
Assign All
Tip: Check ‘Assign All’ to assign all tags in selected Device
Select All serial Group Name Device Permissions
D 203271 test 1212 Read-only
[] 210943 test H-AG Read-only

| 1| » Na. 1 Page Perpage 10 v | [Count 2 ltems

Figure 6- 12

Historical permissions

Mo template v =+ Assign monitoring point B Unlink series

Home = View Account > test

serial Group Name Device Permissions
203271 test 1212 Read-only
210943 test H-AG Read-only
Figure 6- 13

(3) Historical monitoring points assignment

Edit

Bl Unlink

B Unlink

It is to assign the monitoring points under [Alarm tags] under the V-BOX. Users could select "Assign
all" to assign all the monitoring points under the selected device, that is to select all the remaining

unassigned monitoring points of the device.

Home > Sub-account

Aligroup v All states v Account type v ©f Group Seiting = Create account

User Name Group Email Phone Number Enable Accounttype Time Created

test Default group Viewer PR B KRR (#FEdit Acconnt | ®Real-Time Tags | lafHistorical Tags | MAAlarm Tags

Edit

Test1 Viewer 2019-10-05 10:06:29 ®@Real-Time Tags | liHistorical Tags | A Alarm Tags

Figure 6- 14
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Assign the remaining tags to the view account(test) x

Template Mo template v Device All Device v

Assign All

Tip: Check ‘Assign All’ to assign all tags in selected Device

Select All Name Device Address
(] A1 H-AG 0,0
(] A2 H-AG 0.0

w || » No. 1 Page Perpage 10 v [Count 2 ltems

Figure 6- 15
Home > View Account = test

Alarm permission list

No template  « + Assign monitoring point W Unlink series

serial Name Device Address Edit

14543 Al H-AG 0.0

14544 A2 H-AG 0,0 il Unlink
Figure 6- 16

S Note: The hierarchical management in the view account is not intelligent enough. It is
recommended to use the [role management] function to manage accounts.

6.3 View account usage

Use the view account to log in through eu.v-box.net or asean.v-box.net.The home page of the
view account is data monitoring, data recording, and historical data. All the above data are
assigned by the administrator account, and the view account could not be bound to the device.
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Device Qo O -
a Lk

Alarm Historical Data

& Custom Tags

All Default group T £ Group Se

No template  w

Status D Name ~ Device Value Port Read Address
® 1808615 4 H-AG Local Address HDX 0.0
[ 1308614 3 H-AG Local Address HDX 0.0
[] 1808613 2 HAG Local Address HDX 0.0
® 1808612 1 H-AG Local Address HDX 0.0
® 1738842 MO 1212 Local Address HDX1.3
® 1737768 1233 1212 Ethemet clo5.0
® 1737765 7987 1212 0 Ethemet wo
® 1737764 545 1212 oFF Ethemet cloo.o
« 1 » No. 1 Page Per page 10 ~ | [Count 8 Items

Figure 6- 17
6.3.1 Data monitoring

(1) Group management

A view account could manage monitoring point groups, such as creating, modifying, and deleting a
group. Users need to enter a group name when creating a group.

Create Group

Please enter the group name

Cancel

Figure 6- 18
Users need to enter a new group name when modifying a group.

Edit Group

Figure 6- 19
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When deleting a group, a prompt dialog box would pop up to confirm the deletion operation. If the
deletion is confirmed, the monitoring point under the group would also be unbound from the
group.

Deleting a group will also unbind tags under the group.
Do you want to continue?

Cancel

Figure 6- 20
(2) Monitoring assignment
The view account could group and manage all the monitoring points assigned by the administrator.

In the "Data Monitoring" page, the view account could assign the monitoring points to different
groups.

Assign monitoring point x
Template  Notemplate v

Select All D Status Address Mame Description
M 1808615 Device synced 0,0 4
] 1208514 Device synced 0.0 3
[] 1808613 Device synced 0,0 2
M 1808612 Device synced 0,0 1
] 1738842 Changes saved 13 M0
[] 1737768 Device synced 50 1233

e |4 | = Mo, 1 FPage Perpage 10 w  [Count 7 Items

Cancel m

Figure 6- 21
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The same monitoring points are allowed assigned to different groups. After assigning, the real-time
data of the real-time monitoring points under the current group could be viewed in a certain group.
If the view account has read and write authorities, the real-time data of the monitoring points
could be modified, otherwise, it could only be queried.

6.3.2 Alarm

After the administrator assigns the alarm monitoring points to the view account, the view account
could view the alarm data of the monitoring points assigned by the administrator on
the "Alarm" page. Users could view "Current Alarm" and "Historical Alarm" on the page. The alarm
data has two states: "confirmed" and "unconfirmed". The "current alarm" displays the alarm data
in the "unconfirmed" state, and the "historical alarm" displays the alarm data in the "confirmed"
state.

(1) Current alarm

The view account could confirm the unconfirmed alarm data by clicking "Confirm" if it has read and
write permission. Otherwise, it could only query the alarm data.

(0] A Lshl
Real-time Data Alamm Historical Data
Current Alarm

Notemp  w All ~ All ~ Confirm in batch Export to XLS Cument pages v

Select All Name Level Messﬂue Value T!'Igger Time Status Confirmation
O Al Minor 0 Released 2021-12-02 15:34:05 Unconfirmed
[ A2 Minor 0 Released 2021-12-02 15:34:05 Unconfirmed m
0 A3 Minor ) Released 20211202 15:34:05 Uncenfirmed Confim
O Ad Minor 0 Released 2021-12-02 15:34:05 Unconfirmed Ex
Figure 6- 22

(2) Historical alarm

After the alarm is confirmed in [Current Alarm], the corresponding current alarm data would be
displayed in the "Historical alarm" sub-page. the alarm data could be queried according to the code,
name, start and end date, and other conditions.

(0] A Lahil
Real-time Data Alarm Historical Data

Historical Alarm

ID Name Template No template v
Start time End Date n
Exportto XLS Current pages v
ID Name Level Message Value Trigger Status Time
14543 Al Minor 0 Released Confirm 2021-12-02 15:33:31
14544 A2 Minor 0 Released Confirm 20211202 15:33:31
14543 Al Minor 1 Trigger Confirm 20211202 15:31:55
Figure 6- 23
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6.3.3 Historical data

On the "historical data" page, the view account could query the historical data according to
monitoring point, start and end date(Only query supported). The historical data could display in
lists and curves.

(1) Display in lists
Device [ O -

£ Custom Tags

Real-time Data Alarm

Data
Template Start Date End Date
No template v B e
Past24hr Past7Days Past30Days Ascending Descending Export o XLS Currentpage v
Tag
Time T2
H-AG-test v
2021-12-02 13:38:29.529
m 2021-12-02 13:37:29 529 0
2021-12-02 13:36:29.529
T3 2021-12-02 13:35:29.529 0
T4
2021-12-02 13:33:29.529 1
TS
2021-12-02 133 1
T6
2021-12-02 13:31:29 529 0
7
2021-12-02 13:30:29.529
2021-12-02 13:29:29 529 0
» | w» No.1Page Per page 500 ~ | /Count 222 ltems

Figure 6- 24
(2) Display in curves
Device Q O -

@ Custom Tags

Realtime Data Alarm

Data
Template Start Date End Date

No template v [ e

Past24hr  Past7Days Past30Days Ascending Descending xport to XLS Currentpage: v

Tag

H-AG-test v ®
T1 s

0.8

T3
T4 3

2021-12-02 13:38:29.529 2021-12-02 11:57:09.277 2021-12-02 11:07:09.277 2021-12-02 10:17:09.277

Figure 6- 25
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Chapter 7 Role management

7.1 Role introduction

Role management could configure role permissions, and assign a role to the newly added
sub-account, and the sub-account would have all the permissions of the role. The new sub-account
management [role management] makes the configuration of sub-accounts more convenient and
quicker, and is more conducive to unified management.

(1) Upto5 levels of sub-accounts are supported under each Master account.

(2) Each account could create a maximum of one hundred sub-accounts. Sub-accounts could
only be created and deleted by grade, but could not be operated or managed across grades.

(3) The administrator could bind V-BOX and ig screen, create and delete level 2 sub-accounts,
and restrict the management of all the sub-accounts permissions of it.

(4) The sub-accounts of level 2, level 3, and level 4 could only create and delete the next level
sub-accounts, and restrict the management of all the sub-accounts permissions of it.

(5) Level 5 sub-accounts have no role management function, and could only view the
information assigned by level 4 sub-accounts.
The relationship of "Role management" is shown below.

A
A

Admlnlstrator (Level 1 account)

/k AV

Level 2 sub-accounts (up to 100)

N

A
A

Level 3 sub-accounts (up to 100)

~

A
U

Level 4 sub-accounts (up to 100)

..o

Level 5 sub-accounts (up to 100)

Figure 7- 1
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7.2 Compatibility with old sub-accounts

7.2.1 Compatibility description

(1) The old sub-account(old user)management is entered through the menu [Account
management], and the following [Account management] all refer to the old sub-account
management.

(2) The new sub-account management is entered through the menu [Role management], and
the following [Role management] all refer to the new sub-account management.

(3) The old sub-account management [Account management] includes engineer account and
view account.

The following table explains the compatibility of these two types of old accounts.

Category Account management Role management
Engineer account | Normal use, but unable to add Compatible
Viewer account Normal use Compatible
Table 7- 1

7.2.2 The old engineer account

The following are applications of the old engineer account in the new and old sub-account system.

(1) After [Role Management] goes online, the old engineer account that has not been modified
in the [Role Management] system could be used in both the new and old sub-account management
systems.

(2) If the old engineer account is bound to a role in the [Role Management] system, the
account would be switched to a new sub-account, and use the permissions function of the new
sub-account management system, and it would no longer be displayed in the old sub-account
management system.

(3) If the old engineer account is bound to the V-BOX, it could not be modified in the [Role
Management]. Users need to unbind all the V-BOXs before assigning the roles.

(4) Once the old engineer account is bound to a certain role, the new sub-account would not
be displayed and used in the [Account Management] system.

7.3 Group management

The role and group need to be set before creating a new sub-account. Click the switch
menu [Group Management] to manage group, as shown in the following.
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Home | Account Setting | Email | Account management Feedback @ Service v L O =
2

Group Name Edit

Default group & ®

engineer Z @

manager @ @

worker @ |
Figure 7- 2

On the group management page, users could add, modify, and delete groups.
(1) Add group. The group name could not be repeated and supports up to 16 characters.
(2) Modify group. Users could modify and edit account passwords, roles, and groups.
Delete a group. If there are sub-accounts under the group, it is not allowed to delete the group.

7.4 Role management

Click the switch menu [Role Management] to perform role management. The left side is the list of
created roles, and the right side is the detailed configurations of the currently selected role.

The role has the authority to configure V-BOX and HMI. If the sub-account is bound to a role, the
sub-account would have all the authorities configured by the role, and could also configure the
real-time data read and write permissions, as shown in the following figure.

Home | Account Setting | Email | Account management | Feedback 1 @ Service ~ A 01' I W f
Role list - : Can you create a sub-account
zZ®
V-BOX Permissions HMI Permissions
engineer
Real-Time data Read-write Read-only Real-Time data Read-write Read-only
test Write-only VWrite-only
o Read-write @ Q Read-write
Real-Time data 2 Remote monitoring
Historical Data Remote menitoring write
Alarm ? Common Pass-through Use
Lua Script Normal download
Basic ; Share Device permissions
Common Pass-through Use Data manipulation
VPN penetration authority 2 VPN penetration authority

Share management permissions

Figure 7- 3
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7.4.1 New role

Click the [New Role] on the left to add a role, as shown below.

Creat role

Please enter the role name

Cancel

Figure 7- 4
QD Note: A maximum of 100 roles could be created. It needs to create at least one role before
creating a subaccount.

7.4.2 Configure role permissions

Click a role in the role list to configure the detailed permissions of the role on the right, as shown
below.
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Can you create a sub-account Q

V-BOX Permissions HMI Permissions
Real-Time data Read-write Read-only Real-Time data Read-write Read-only
Write-only Wiite-only
@ Read-wiite @ @ Read-wiite @

Real-Time data 7] Remote monitoring 7]

Historical Data (7] Remote monitoring write 7]

Alarm (7] Common Pass-through Use 7]

Lua Script 7] Mormal download 7]

Basic 7] Share Device permissions Q

Common Pass-through Use (7] Data manipulation 7

PN penetration authority (7] PN penetration authority 7]

Share management permissions (7]

[E Save setiings e ——

Figure 7- 5
The following table lists the description of the role that has the permissions configuration of the

@ behind the configuration

. L . . [ Save settings
item on the platform. After configuring the role permissions, click the button to

save the modified role permissions. The specific permissions configuration are as follows.

V-BOX and the HMI. Uses could also move the mouse to the icon

V-BOX permission configuration

Permission Description
configuration

item name
could you create a To configure whether the account belonging to the role could create a
sub-account sub-account and assign a V-BOX device.
Real-time data To configure the read and write permissions of the data monitoring point of
read- write the V-BOX, including read-only, write-only, and read-write functions.
Real-time data To configure the basic operational functions of the real-time data of the
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V-BOX (add, delete, modify real-time monitoring points, etc.).

Historical data

To configure the basic operational functions of the historical data of the
V-BOX device (deleting original data, data registration, etc.) .

Alarm

To configure the basic operational functions of the alarm record of the
V-BOX (confirm alarm data, alarm registration, etc.).

Lua script

To configure the basic operational functions of the Lua script of the V-BOX
(add, delete, edit strategy, synchronization strategy, etc.).

Basic

To configure the operational functions of the basic information module of
the V-BOX (modify the V-BOX information, copy the configuration, import
the configuration, restart the V-BOX, synchronize the V-BOX, add
communication ports, firmware upgrades, etc.).

Common
Pass-through Use

To configure whether the V-BOX under the account belonging to the role
has the permission of pass-through.

VPN pass-through
authority

To configure whether the V-BOX under the account belonging to the role
has the permission of VPN pass-through. After configuration, it would
directly affect the permissions of the account that the role belongs to and
all sub-accounts of the role.

Share management
permissions

Permission
configuration
item name

Real-time data
read- write

To configure whether the account belonging to the role has the permission
to share the V-BOX.

HMI permission configuration

Description

To configure the read and write permissions of the data monitoring point
of the HMI, including read-only, write-only, and read-write functions.

Remote monitoring
permissions

To configure whether the account belonging to the role has the functions
of remote monitoring operation, including write.

Common
Pass-through Use

To configure whether the account belonging to the role has the function of
pass-through.

Normal download

To configure whether the account belonging to the role has the function of
normal download.
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Share device To configure whether the account that belongs to the role has permission
permissions to share the HMI.

To configure the basic operational functions of the data operation of the
HMI (confirmation and deletion of alarm data, deletion of historical data,
operation buttons on the basic information page, etc.).

Data operation
authority

To configure whether the V-BOX under the account belonging to the role

VPN Pass-through
u8 has the permission of VPN pass-through.

S Note:

(1) The configuration would directly affect the module operation permissions of the account
to which the role belongs and all of its sub-accounts.

(2) [Disable]. This operation means that the account belonging to the role and all its
sub-accounts would not be able to create sub-accounts or assign V-BOX and ig screen to
sub-accounts.

(3) [Enable], This operation means that only the configuration of the account belonging to
the role is enabled, and the permissions of all sub-accounts of the account need to be enabled by
the sub-account.

7.4.3 Modify the role name

Click the button . behind the current role in the role list to modify the name of the role.

Edit role name

Figure 7- 6
7.4.4 Delete the role

Click the button . behind the current role in the role list to delete the role. After the role is

deleted, it could not be restored.
S Note: If an account belongs to the role, all the accounts that the role belongs to need to be
removed before deleting it.
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New Role Can you create a sub-account L7

V-BOX Permissions

worker
Real-Time data Read-write Read-only
engineer Write-only
° Read-write &
test

The role has an associated account and cannot b

e deleted!

Figure 7- 7

7.5 Account Management

After adding groups and roles, users could add sub-accounts. Click the switch menu [Account
Management] to manage the sub-accounts of the current account, as shown below.

Account Management Role Group

Q Allgr w AllRt All states v Please enl Search Account + Create account
Account Name Group Role Email Phone Number Enable Operation
O TS Default group Test1 Z &
(O WECONworker Default group worker £ Q W

o weconworkeri1 default group  weconworker] &

(Oyweconworker12  default group worker F &
(OWECONengineer2  Default group engineer £ & M
(OWECONengineert = Default group engineer (£ & T

Figure 7- 8

7.5.1 Create an account

== Create account
Click the button on the right to create a sub-account of the current account,

as shown below :
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Create account

User Name Please enter User Name

Password Please enter Password

Group Default group

Enable

Cancel

Figure 7- 9

(1) User name. Create the name of the account. The user name is 1-20 characters in length and
could only consist of letters, numbers, and underscores.

(2) Password. The length of the password could not be less than 6 digits.

(3) Role and group. Please configure roles in [Role Management] and configure groups in
[Group Management] before creating an account.

(4) Enable. Select the enable means that the account could log in normally, otherwise, it is
prohibited to login.

7.5.2 Account list

The created account could be displayed in the account list. The current account could only create
up to 100 sub-accounts.

All the sub-accounts and all the detailed information of the sub-accounts created by the
sub-account could be viewed in the account list.

Accounts in role management currently include administrator account and support 5-level
accounts. The account management page of administrator account is shown below:

Account Management Role Group

Q Allgr v AR ~ All states v Please enf Search Account =+ Create account
Account Name Group Role Email Phone Number Enable Operation
OTS1 Default group Test & QM
) WECONworker1 Default group worker & Q M

) weconworker11 default group  weconworker1 [F &

(O weconworker12 | default group worker B &
()WECONengineer2 = Default group engineer & Q
() WECONengineert = Default group engineer & &

Figure 7- 10

110 WECON technology Co., Ltd.



"’E LN Wecon V-NET Web User Manual (V3.1)

Users could click the icon in front of the account name to shrink and expand sub-accounts and to
view sub-accounts. The meaning of each icon is shown in the table below.

Icon Description

‘-:f-' This sub-account has no sub-accounts.

@ This sub-account has sub-accounts and is in contraction, and could be expanded after
= clicking.

(_Z‘- This sub-account has sub-accounts and is in an expanded state, and could be contracted
g after clicking.

Table 7- 2
7.5.3 Modify sub-account

Click the button E; behind the sub-account created by the current account in the account list to

modify the details of the sub-account, but the username could not be modified.
Expand the multi-level list of all sub-accounts of a sub-account to view all sub-accounts of the

sub-account. Click the button —llbl could view details about the sub-account, but could not modify

the sub-account.
%S Note: The current account could only modify the sub-account information created by it. For all
the sub-accounts created under the sub-account, it could only view but not modify it.

Edit account information x

User Name WECONworker1

Password I L LT
Role worker b
Group Default group v
Figure 7- 11
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Account Information x

User Name weconworkert1

Password e .
Role weconworker ~
Group default group w

Cancel

Figure 7- 12

7.5.4 Delete sub-account

Click the button ™ next to the role to delete the role. After the role is deleted, it could not be

restored. Users could only delete the information about the sub-accounts created by themselves,
but could not delete the sub-accounts across the levels, and the delete button is grayed out and
could not be operated. Remove all the sub-accounts of the sub-account and unbind all the assigned
V-BOXs and ig screens to delete a sub-account.

Account Name Group Role Email Phone Number Enable Operation
7 @
Account [TS1] has a link Device, please unlink it first!

Z Qi
Cyweconworker!1 default group weconworkeri 5 el
Oyweconworkeri2  default group worker &2
Account [WECONworker1] has sub-accounts that cannot be deleted (Recomm < @

ended to disable the account)!

7 Q

Figure 7- 13

112 WECON technology Co., Ltd.



l"E LN Wecon V-NET Web User Manual (V3.1)

7.5.5 Assigned devices

=
Click the button ™ behind the sub-account, users could view the assigned devices for the

sub-account. Click the button , and select the device to assign the devices to the

account in the pop-up box, and click OK, the assignment is complete. as shown below.

account TS1 Assigned Device list x
All group v All states v Device Typte ~  Whetherto w All Models w  Please enter Device name
Select All Device Type Status 1D [TS1]Device Group Device Name Model Edit
No Data

™ Unlink series Cancel

Figure 7- 14
Assign Device to sub-account TS1 x
Sub-account Device grouping Default group i d
All group v All states v Device Typ¢ v~  Whetherto ~  AllModels v Please enter Device name
Select All Device Type Status ID Device Group Device Name Model
) 1543 Default group 123 PI3070ig
[7.) 1539 Default group chenzl PI3102ig
=3 @ 878 Default group 1212 V-BOX E-4G
Hi ) 732 Default group H-AG V-BOX H-AG
&« 1 = Na. 1 Page Per page 10 v [Count 4 ltems
Cancel
Figure 7- 15

(1) Before assigning V-NET devices, users need to select the sub-account device group, and
the device would be assigned to the account.

(2) Users could search for the corresponding V-NET device through the search bar.
S Note: The current account could only assign V-NET devices to sub-accounts created by itself. For
all sub-accounts created by sub-accounts, the account couild only view the list of assigned V-NET
devices, but could not assign V-NET devices.

7.5.6 Unbind devices

In the list of assigned V-NET devices, users could click the button and
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Unlink series
button to unbind the selected V-NET device from the account. If a certain

device to the sub-account is unbound, it would also unbind the devices assigned to all sub-accounts
created by the sub-account.

This operation will unbind the account [TS1] Device [H-
AG], do you want to continue?

Cancel

Figure 7- 16
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Chapter 8 HMI ig series configuration

8.1 Connect ig screen to V-NET

8.1.1 Add ig screens

When logging in to the V-NET for the first time, users need to add an ig screen and bind it with the
account. The account bound to the ig screen is called the "administrator account". A device could
only be bound to one account, that is, the administrator account is unique.

When binding an ig screen, users need to know the machine code and password of the device, and
enter the device name and set group. All the devices added by the administrator would be placed
in the “default group” by default. If the administrator has created a device group, the added
devices could also be modified to other groups.

Add Device
Access Key

Comen [ orome

Password

Remark

Group | Default group

Ingustry Smart hame

Figure 8-1
(1) Access key(machine code). Each ig screen has a unique machine code for remote monitoring
equipment identification. If multiple V-BOXs or ig screens are bound at the same time, export
the template to fill in the machine codes, and then import the form to bind.
(2) Import. Fill in the machine codes to the template file, and import it.
(3) Template. An export template file is an excel form named "batch_mould" with the format to
input machine codes.
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Add Device

Access Key

Password

Group Default group

Industry Smart home

Figure 8- 2
S Note: The content of the template file should only be header and machine codes, and all the
other contents need to be deleted.

machineCode

FE: M EECESNAEMARAIEFRERETHE [Fote: In
addition to the content and header that wou filled in,
please delete this “nete”] Delete

Figure 8- 3
(4) Password. The default password is 888888, and it is the cloud access password. Binding device
password for the first time, please refer to the configuration software "PIStudio" [cloud
configuration].
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apping %‘, Text {14l E-Mail L Bit Alarm ;Trend Chart E User Permission 1 Project Window Report

sape [ Address L. Word Alarm < History XY Plot == MessagePrompt /| Preview Window E,

nt h-;?i 1S Iy Recipe ,_ Data record Traditional Recipe V| Compiling window | L]
Library Data Tool Toaol

Cioﬂd

_E.;ic_] Tags | User MQTT | OpenCloud |

[#] Enable

Server Selection

Password gaaa8a

Upload Selection
@ to Cloud ) to User MQTT

Low Data Mode setting

[¥] "Low Data Mode" by default on new tags

Cycle(s) 2

Figure 8- 4
(5) Device alias. It is the device name in the device menu bar.
S Note:

(1) If the user binds multiple devices at the same time, the passwords of the devices should
be consistent. Only one machine code could be entered on a line. When entering multiple machine
codes, use the "Enter" key to change the line. If not, the format is wrong, and the binding would fail
and an error would be reported.

(2) If the user binds multiple machine codes in batches, the device alias would use the input
device name as the prefix, and the system would automatically add a suffix. Example: Default group
(device alias)_1 (automatically added suffix)

8.1.2 Obtain machine code

The method of obtaining the machine code is as follows.
(1) PIStudio—[Project]—[Tool]—[Download]—copy the machine code, as shown below.
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£5 [l |'=|:|T i [ o || B¥ Compite Off-line Help
bk B S S A e 3 %] Cancel bon-line @ About
m a8 o3 & UDisk Download

V2.0
PC Port:|USB:Download | o [192 .168 . 1 . 200
File t‘fpe:Iiject File _'| Pa&swurd:l (Upload Project)
[ Upload prohibited

v Auto-scan USB port [T Maore

MacCode:U320H13! i
The machine code is successfully obtained and copied to the pasteboard

HMI to P PC to HMI Sync Clock

Recalibration Delete setting HMI version

Figure 8-5
(2) Obtain from the ig screen. Long press the upper right corner of the HMI to enter the backstage,
and Users could see it in "Machine Info" [Machine Id], as shown below.

Figure 8- 6
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8.1.3 Basic information

After the administrator adds a device, click on a device from the device list on the left side to enter
the device details page. The page includes four sub-pages: “Remote monitoring", “Data view",
“Pass-through", and “Basic", as shown in below.

e

Figure 8-7
In the "Basic Information" sub page of basic configuration, users could also manage the device
information, such as modifying the device name, latitude and longitude, and remarks. After the
user inputs modified information, and the input data is legal, click the "Save" button at the bottom.
then it would be modified successfully.
(1) Device name. The alias of the HMI device in the device menu bar.
(2) Online status. Click the refresh button to refresh the online status of the HMI.
(3) Machine code. Each HMI has a unique and independent machine code for the identification of
the remote device.
(4) Record. The selected configuration and data would not be updated when the HMI project is
downloaded again.
The configured data is collection point information, alarm data, and data record data on the IG
screen. That is, the selected configuration would not be updated to the cloud with the ig screen at
the same time. The project on the tHMI actually has the configuration.
If users want the cloud and ig screen configurations to be the same, deselect and save the
modification, and download the project again or force to synchronization.This operation is to delete
all configurations on the cloud and synchronize the configurations on the screen to the cloud.
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Remote monitoring Data view Pass-through Basic
Access Key U320H1211022220W0001411761744ec5

Record Collection History Alarm t} ‘

Wechat Alarm Push o

password  sseess
Model  PI3102ig
Industry Sector Smart home 5 Are you sure you want to update configurations anyway 7
Max. alarm records 10000 p—
Location —— s
Targeting Use Device base station positioning v
Remark
Advanced Unbind Device = ’E

Figure 8- 8
(5) Password. It is the cloud access password, the default is 888888, and it could be modified.
(6) Maximum storage of alarm data. The number of alarm data stored is with a range of 1-50000.
(7) Positioning method.
1) Device base station positioning.
2) Manual positioning.

Unbind Dewi

(8) Unbind the device. Administrator could click the button to unbind the device.
‘Save

(9) After modifying the basic information of the device, users need to click the button to

save it successfully. If the save is not successful, click
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8.1.4 Status Push

In the "Status Push" interface under "Basic ", users could set the ""Email Notification" settings. For
details, refer to 4.1.5 Status push(Email)

& o O

Remote monitoring Data view Pass-through

Basic Status Push F Registers Information Version

Online/Offline Status

WeChat Push (Not available)

Email Notification

Figure 8-9
8.1.5 Registers Information

In the “Registers Information" page, users could view the machine code or IP address of the device,
Wi-Fi IP, 4G IP and other information, as shown below.

Status Push Registers Information

Current Network Ethernet

IPAddress 1% Subnet Mask 2 0
Default Gateway 192 MAC fa: A
WifilP 00.00 Wi-Fi mask 0ooo
Wi-Fi gateway 0.0.0.0 WifiMAC 00:00:00:00:00:00

Wi_Fi signal 0 AGIP 0.0.00
4Gmask  0.0.0.0 4G gateway  0.0.0.0
AGMAC 00:00-00:00:00-00 AG signal 0
4G positioning 0 4G latitude /
longitude
Figure 8- 10

121 WECON technology Co., Ltd.



l‘/E LN Wecon V-NET Web User Manual (V3.1)
8.1.6 Version

As the product is in the pace of continuous updating, the functional attributes of the device could
be judged based on the version information. As shown below.

Version
SystemFO6RO8E V1.1.491 D20211101
HmiTerm RO6D006_V1.9.796 D20211118
FS:R06P168_V1.0.5 D2021-09-07
OSRO6PI99 V1.3.19 D20210812 pidxxxig
Project ROSRO08 V72180 D20211104
Dirivern(s) :
libModbus Master TCP.so :V3.0.0 2020-12-4

litWecon 2NProtocol so “V3.0.0 2021-06-25
Figure 8- 11
8.2 Device List

The main function of the device module: Multi-level device list, Custom monitoring point, Search
device, and Toolbar.

The multi-level device list displays all the devices under the account, and displays it in the form of a

multi-level grouped tree menu. After selecting the device , it would automatically jump to the

functional interface, including Remote monitoring, Data view, Pass-through, and Basic. As shown
below.
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£ Custom Tags

= default group

@ Service = o O -

Remote monitoring ‘Data view: Pass-through Basic

Communication port

serial Port Port Agreement name Edit
1 Ethernet MODBUS TCP Master
2 COMA1 RS422 WECON LX3VP
Figure 8- 12

When the mouse is located on a device name under a multi-level group, right-click the mouse to
display a drop-down list, which includes functions such as Follow, Share Device, Move Group, Copy
Access Key, Transfer, Pass-through, Mark on map, etc., as shown in Figure 8- 10 shows:

Position the mouse on the multi-grade group name, right-click the mouse to display a drop-down
list, including Follow, Share Device, Move Group, Copy Access Key, Transfer, Pass-through, Mark
on map. As shown in the following figure.

Follow

Share Device
Move Group
Copy Access Key
Transfer
Pass-through

IMark on map

Figure 8- 13

(1) Follow. Select the device in the list and right-click, then click [follow] to add the devices, Users
need to focus on to the list, and the followed ig screen could be viewed in the "My Follow" list,
right-click and select “cancel follow” to delete it. As shown in the following figure.

(2) Share Device. Users could share the device with other accounts for viewing (only for viewing,

not operating).

(3) Move Group. Modify the group to which the device belongs, as shown below.

Toggle [3102ig] group x

Group ‘ Default group v

Default group

|

Cancel

Figure 8- 14
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(4) Copy machine code. Copy the machine code of the device.

(5) Transfer. Transfer the device to another account. After the other account agrees to receive it,
the device would be bound to the account, and the device would be removed from the
removed account. For details, please refer to [Transfer Device].

1) Remove device. When transfer the device to another account, Users need to fill in the
information of the transferred user and the password of the device. The account information
would appear if you fill in the right one. Confirm that the account information of the opposite
is accurate and then transfer. As shown in Figure 8-12:

When removing the ig screen, users need to fill in the information of the transferred user and the

password of the ig screen. The account information would appear if you fill in it correctly, and

confirm that the information to transfer it. As shown in the following figure.

Transfer Device x

Device Name  3102ig

Access Key U3z™ R

password

Transfer to

Please verify the account information

User Name:
Phone;
Email:

Company Name:

Figure 8- 15
2) Receive device. When receiving the ig screen, it needs to reset the name of the device and
select the group.

(6) Pass-through. Select the device in the list and right-click, then click [Pass-through] to jump to
the Pass-through page.

(7) Mark on map. Mark the new latitude and longitude on the map for the current device.
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8.3 Remote Monitoring

Remote monitoring could display the project page of the current screen in real-time, and realize
the operation of the project on the web page, remote monitoring of the screen, and the control of

the screen, etc. As shown below.
- nt Setting | Email | Account management | Feedback | Role @ semvice ~ o 07’: o

Data view Pass-through Basic

£ Custom Tags

2021/12/06 14:33:21

& default group

0O Tajalli

Main Screen
Local IP :

Motor Control

Figure 8- 16
(1) The remote monitoring screens of the Web= ig screens could only display up to 4 screens at
the same time. According to the priority of the user entering the remote monitoring interface,
that is, when the fifth user access, there would be a prompt as below.

Data view Pass-through Basic

Error! The number of remote monitoring visits reaches the upper limit

Figure 8- 17
(2) If the device is offline, it would display that the device configuration project could not be
loaded successfully! As shown below.

Let the eyes rest
The device configuration project cannot be loaded temporarily!

Figure 8- 18
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8.4 Data View

Data view has six modules, including Communication port, Collection point, Alarm configuration,
Alarm Record, Data Record Configuration, Data Record. As shown below.

Device < Home | Account Setting | Email | Account management | Feedback | Role | @ Service = o 01- 15~

s

Remote menitoring

Pass-through Basic
£ Custom Tags
£ default group Communication port
serial Port Port Agreement name Edit
1 Ethernet MODBUS TCP Master
2 COM1 RS422 WECON LX3VP

Figure 8- 19
The data and the configurations for data viewing are all from the configuration
software PIStudio. The monitoring point could not be added to the V-NET account, and the cloud
function should be enabled first. The operation is as below.

1
g B Text {4 E-Mail | @b Bit Alarm 7% Trend Chart E User Permission | Project Window Report L 5]
g Address AL Word Alarm 523 History XY Plot "MessagePrompt /| Preview Window !, ®
et 0 llidy Recipe ‘_ Drata record Traditional Recipe V| Compiling window ,f L
Litarary Data Tool Toaol

Cloud ﬁ
Basic | Tag

Server Selection

er MQTT I Dpenclouﬂ

Server Europe -

Password 88688885

Upload Selection
@ to Cloud (' to User MQTT

Low Data Mode setting

[#] "Low Data Mode" by default on new tags

Cycle(s) 2

Figure 8- 20
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8.4.1 Communication port

The connection method and protocol name and communication port of HMI could only be viewed,
and could not be added or modified.

& & £
Remote monitoring Pass-through Basic
ICOmmunication port
serial Port Port Agreement name Edit
1 Ethemet MODBUS TCP Master
2 COM1 RS422 WECON LX3VP Details

Figure 8- 21
The communication port information comes from the information set on the ig screen, and it needs
to be configured on the PIStudio.

PIStudio Project path

Communication
L‘.}Cnmmunicatinn Connection:
) Project Settings | 3 Shape No. Commun... Protocol Device type
8, Font pack it Font 1 Ethernet MODBUS TCP Master
Settings 2 COoM1 RS422 WECGN@EVP
o x
Mew Delate | Setting |
i 2: Mot
E 5 a Station No.
=l--4 z fl
= @ cript HMI No.: 0 Device Nao.: | 0
[+-- | Lua
a4 Syst
| ﬁ ystem screen g R
-4 Sample screen
Protocol MODBUS TCP Master
HMI Model PI3102ig
COM: Mone Setting
i . 192.168.40.100:502 . Settin
Breview 2 2| Timeout: (1500, 50, 2, 3, 0, 0,5)
Figure 8- 22
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8.4.2 Collect point

It is the data monitoring of the device. The collection point is the monitoring tag. Its read-write,
write-only, and read-only permissions also come from the tags set in PIStudio. Users could not add
or delete collection points here.

@ o o

Remote monitoring Data view Pass-through Basic

Collection point

Group list Status D Name Value Port Read Address Edit
m ® 10001 __Jil} o Local Address HDW100 Details
® 10002 4 0 Local Address HDW101 Details
Figure 8- 23

The read-write permissions of the collection points set in the HMI would directly restrict the
modification of the read-write permissions of the collection point in the V-NET.

g % Text L_:I E-Mail = &b Bit Alarm :;‘-‘_?ETrend Chart E User Permission | ¢ Cloud [ ¥ Project Window "] Repaort 8 EL
ﬁ: Address L. Word Alarm B History XY Plot ! MessagePrompt - V| Preview Window Q (3
G SMS lli4) Recipe D Drata record | Traditional Recipe V| Compiling window f ﬂ &

Library Data Tool Tool
Cloud - S e S|
Basic | Tags | User MQTT | OpenCloud|
S
[1 DatsRecord ID Group name Total channels Sample time
Add Delete Import Export
| = || mE || =m |
Figure 8- 24
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Data @
General Channel List T
Group Name Record1 No. Channel name Address Data format Data length|Number o..| R/W |Low Da...
1 Channell 16-bit signed 1 4.0 r on
2 Channel2 16-bit signed : 4.0 1] an
Total channels(1~100) 10 5
3 Channel3 16-bit signed i 4.0 r on
Sample Cyde(s) 15 o 4 Channeld 16-bit signed b 4.0 r on
5 Channels 16-bit signed 1 4.0 r an
Quick setting 6 Channelé 16-bit signed 1 4.0 E on
7 7 Channel7 16-bit signed T 4.0 i on
Start channel 7 o
] 8 Channeld 16-bit signed i 4.0 r an
Data format [lﬁ-bit signed '] 9 Channel9 16-bit signed i 4.0 F an
10 Channel10 16-bit signed 1 4.0 r an
Number of digits 4.0 | Edit
R [r —o
Select channel language [Laﬂguage 1 - ‘
il
Save ‘ I Close

Figure 8- 25
8.4.3 Alarm record

Alarm record of the device and monitoring points could not be added in the V-NET. The data comes
from the bit alarm and word alarm configured on the PIStudio. As shown below.

Wl Bit Alarm “ Trend Chart E User Permission & Cloud ¥ Project Window Farmat IF) Drecompile |f
L. Word Alarm b&Q History X¥ Plot -MessagePrompt W Preview Window i !; Property (& Password Tool =
lli4y Recipe \__‘ Data record it W | Compiling window ._,? Shape #9 Address List E

Data Tool Tool

LPLC 2:Motor

(@) Bit alarm 1 Word alarm (") Data record
") Recipe (") Trend Chart (7 History XY Plot
O o Address Conditions Alarm message Alarm screen Buzzer upload to Cloud |

[ Bit Alarm Settings lﬁ

Bit Address: S Alarm Condition
Group No.: 0 = (@) When bit ON

[¥] Record bit alarm || Mot save alarm OFF () When bit OFF
[ Alert Alarm Screen
Control Bit: Alarm Screen: [NOT‘IE et |
Clear alert when alarm off Position: X2 y @
[ Beep when alarm ON Pop-up interval: 1 Sec(1Sec ~ 1 Day)
Beep Once Pop-up once

Close screen when alarm off

Content
[T]Use Text Lib Textlib.. Edit All Texts
Text: -

Figure 8- 26
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Users could confirm the alarm and export the data.

& (0] O o
Remote monitoring Data view Pass-through Basic

Communication port Collection point Alarm configuration Alarm Record Data Record Configuration Data Record
ID Status All v
Start time End Date n
Confimm in batch Delete selected Expori to XLS Current pages v
Select All ID Name Message Value Trigger Status Time Confirmation
0] 1 HDX0.0 on Trigger Unconfirmed 2021-10-22 22:26:10.000 m
[l 1 HDX0.0 on Trigger Unconfirmed 2021-10-22 22:36:09.000 Confirm
0O 1 HDX0.0 on Trigger Unconfirmed 2021-10-22 22:36:08.000 m
Figure 8- 27

8.4.4 Data record

It is the historical data of the device. The monitoring points could not be added, and could only be
viewed.

i+
@ (O] & 8
Remote monitoring Pass-through Basic
Communication port Collection point Alarm configuration Alarm Record Data Record Configuration Data Record
Group list ID Name Port Read Address Edit
[ = 10002 . Local Address HDW1 Details
10003 b Local Address HDW2 Details
10004 i Local Address HDW3 Details

Figure 8- 28
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The data comes from the bit alarm and word alarm configured on the PIStudio. As shown below.

“# Mapping Tﬁ___";. Text
= Shape E: Address
it Font kd sms

[l E-Mail

& Bit Alarm [¢| Trend Chart

Lo Word Alarm 35 History XY - MessagePrompt
li4f Recipe L___- Data record Traditional Recipe

£ User Permission

- & Cloud

V| Project Window
W Preview Window

V| Compiling window 4

Data Record

(7 Bit alarm

71 Word alarm

@ Data record

") Redpe

Record group setting

|:| Group Mo, Group

Compiling
Compiling. ..

Compiling Shap
Making font £il
Packing font f
project size 1

Compilation con
O——Warnig

Froject Compil

4|

General Channel List
Group Mame GroupNamed Mo, Channel name
1 Channell
Trigger ’Nﬂ trigger p 2 Channel2
Function ——
3 Channel3
4 Channeld
Total channels(1~100) | 10 Apply ] s Channels
Sample Cycle(s) T 7 6 Channeld
[ Tirming address 7 Channel?
3 Channel8
9 Channel9
10 Channell0

Max. File Size: 300M, Max -
Total records 208715

Current file size: 21.00M

[7] sample abnormal value when communication error

E’Uph:lad to Cloud 1 1

Quick setting 10
Start channel: Edit

Data format: llErb'rt signed - |
Mumber of digits: 4.0 Edit

Select channel Anguage [Language ik

Save Close

| |

Figure 8- 29
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When querying data, users need to select or enter the monitoring point and start and end dates.
The display of historical data could be viewed in both tables and curves. As shown below.

el

T (o] o o

Remote monitoring Data view Pass-through Basic
Communication port Collection point Alarm configuration Alarm Record Data Record Configuration Data Record

Tag Start Date End Date m | n
Past24hr Past7Days Past30 Days Ascending Descending Delete selected Export to X1 S Current page

Select All Time .
|:| 2021-12-06 16:16:37.000 23
|:| 2021-12-06 16:16:34.000 23
|:| 2021-12-06 16:16:31.000 24
D 2021-12-06 16:16:25.000 24
Figure 8- 30
@ O] [+ o
Remote monitoring Pass-through Basic
Communication port Collection point Alarm configuration Alarm Record Data Record Configuration Data Record

Tag Start Date End Date & o o]
Past24hr Past7 Days Past30Days Ascending Descending Delete selected Export to XLS Current page v

3
]
OV A YA o WA MR 4 A AW YA
204
15
104

Figure 8- 31
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8.5 Pass-through

This function allows applications on the computer to download directly to PLC or HMI. The remote
download function of pass-through couldnot be used on the Web server temporarily, it could be
used only on the PC client. For details, refer to 09 Remote download.

< Home | Account Setting | Email | Account management | Feedback | Role |

@

Remote monitoring

Status

Edit

Name
Port
Virtual Port
Port

Baud Rate
Stop Bit
Data Bit
Parity

Wait Timeout

hhhn

com1

RS422

9600

EVEN

-

(O]

Figure 8- 32

133

Data View BaSiC

@servicer [ O -

il
1+

Steps:

Pass-through process

= Add or select the configuration for pass-through
« Start pass-through

= Virtual port connected from PLC software

= Virtual port disconnected from PLC software

. Stop
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Chapter 9 Remote download

The function of pass-through allows applications on the computer to remotely pass-through the
device, download projects, etc., via the V-BOX or ig screen.

Download Download ©
Upload Upload B
Figure 9- 1
9.1 PLC Download

Through the V-NET PC software, remotely pass-through the V-BOX or lloT ig screen (the PLC remote
download procedure is the same) to directly control the PLC devices, including upload, download,
and monitor PLC programs.

9.1.1 The COM port

When installing the software for the first time, users need to restart the computer to prevent the
virtual serial port node from being incorrect. PLC software may not be able to identify the virtual
serial port. After the software is successfully installed, the virtual serial port is displayed in device
Manager, as shown below.

4 Y3 WM (COM #I LPT)

----- 1 ? ELTIMA Virtual Serial Port (COM4)

Figure 9- 2

Click the setting button in the upper right corner of the PC software to view the COM port

configuration used for PLC downloads and Pass-through. The marked area is. This COM port is the
same virtual serial port as the device manager. As shown below.
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£ & Service = o O 1 5w
=

Setting

Virtual serial setting

Using virtual serial Basic

Setusing COM

ol ]

[T] Disable virtual serial service before closing software

Browser ugn process:

Recommended Use Google Chrome lect the configuration for pass-throug
- k-through
rt connected from PLC software
et

Server rt disconnected from PLC software

’ Europe(using) - ] 5

Figure 9- 3

9.1.2 Remote download configuration

When operating pass-through, V-BOX and IG screen should be connected to the network, and
ensure normal communication with PLC.

If the virtual serial port is set successfully, the system automatically updates the enabled virtual
serial port. Fill in the device information, choose COM1 or COM2 as the communication port. When

the information filled in is the same as the PLC, Click the button Siet Pass HNOOR

If the pass-through succeeds, the current status changes to "running", and all the filling information
becomes gray and could not be filled, and only the function button "stop" is left indicating that the
pass-through is successful.

- =y '

o'

Port as4 Please do not operate Device while running pass- v
through{Please do not leave this page dunng stanup. If
the page |s abnormal for a long ime. please try 1o restan
he device)

Figure 9- 4
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Status
Edit LX3VE
Name LX3VE
Port COM1 o
Virtual Port COM2: Virtual Serial Port
Port RS5485 .
Baud Rate 9600 :
Stop Bit 1 E
Data Bit 7
Parit EVE?

Figure 9-5

The descriptions of the remote download page are as follows.

(1) Status. Display the statuses of the device, including ready to pass-through, pass-through is
in progress.

(2) Edit. Users could add and save different pass-through parameters configurations.

(3) Name. Set the name of the saved record.

(4) Communication port. The communication ports of V-BOX and the device to pass-through

(5) Virtual port. The virtual serial port is generated by the PC. After successful penetration, the
PLC software connects to the virtual serial port, and then the PLC could be monitored,
uploaded/downloaded, etc.

(6) Connection ways include RS232, RS422, RS485, and Ethernet.

(7) Baud rate. Select the baud rate corresponding to the configuration of the communication
port on the device.

Stop bit. Select the communication parameters corresponding to the communication port
configuration of the device.

(9) parity. Select the communication parameters corresponding to the communication port
configuration of the device.

Update. Update or save the setting records.

1D Start pass-through. Click "Start pass-through" and the current state changes to "Stop". At
this time, PLC software could be used for remote monitoring, uploading/downloading programs,
and other operations.

12 Delete. To delete the saved settings.

13 Stop. To stop pass-through.
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9.1.3 Transport Settings

Here is the example of LX3VE. Click here to download the PLC programming software of Wecon
"Wecon PLC Editor".

Open the PLC programming software of Wecon "Wecon PLC Editor", click"Transfer setup"-"Serial
connection" to select the virtual serial port set in 9.1.1 The COM port, select "Connection test" and
the communication with the device is successful. As shown below.

m 5 ot Comment Comphle [_f"z Edit Moﬂ] I =, Transfer Setup o - -1}:{5 Clock setting ﬂ

B B 2osStatement (@ Switch | Monitor Mode(R)  F Read fromPLC | 0 | <o o

i 4% Monitor Edittw) & WritetoPIC | &7 | < G
2ol Label Program Program Mode Online

'Wecon PLC Editor

Transfer Setup ﬁ

|0| Successfully connect with LX3VE!

1 USB Connection(]
Connection test
[ == = q
9 Serial connection L
COMPort | COMS-Virtual Senal Port 8 (Eitma Software) e
COM 1M (EiRO

BaudRate  com20-virtual Serial Port (Eltima Softwate)
- COM2-¥irtual Serial Port (Eltima Softwate)
[ More COM30-Virtual Serial Port (Eltima Softwate)

Figure 9- 6
9.1.4 PLC upload

(1) Select "Read from PLC"-"Parameter+program", click "Execute" to upload the program of PLC to
the PC. As shown below.
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. Verify With PLC win | &3 Clock setting | @™ Check Program 8 ‘ .
? Read from PLC __:__I Diagnostics wign B Simulator B | |
& Manitor Edit[W) i + Writeto PLC | =" Remote Operation | &8 i Auto-save setting | (a] |
Program Mode Gnline Toc
Online Operation = |
@ Read(R) Write (W) Verify(C) Delete(D)
’ Param+Prog(P) ’ Select All{A) ] ’ Cancel all select(M) l
Module Name/Data Mame Dretail -
=[] LXCPU/LX3VE
&[T PLC Data
BE Program | Memory Setup:
(] MAIN c Ml Unset
=) [] Parameter
‘.. [F]] PLC Parameter
"] Device Memory i |
|| Electronic CAM table MNot Set
[T RSIIST Tahla i
Show Stop ] Close

Figure 9-7
(2) During uploading PLC program, it would prompt "Parameter/program already exists. Do you
want to cover it?", select "Yes". If upload successfully, it would prompt "Read from

PLC(Complete) ". As shown below.
Online Operation

@) Read(R) Write(W) Verify(C) Delete(D)

Wecon PLC Editor l—t__'J

%  Parameter already exists. ail
£%% Do you want to coverage it?

n:

EomETs

8 Program already exists. te(E) Close

£ "‘\ Do you want to coverage it?

|Check the connection status of the PLC... -

2 ] [ E(N)

Figure 9- 8
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9.1.5 PLC download

(1) Select "Write to PLC"-"Parameter+program", click "Execute" to download the program to

the PLC. As shown below.

amment Compile | |59 Edit Mode 5 Transfer Setup | "5 Verify With PLC | ol | £ Clock setting | B
atement @ Switch & Monitor Mode(R) ? Read from P! 1 | Diagnaostics | L | %,

2L Monitor Edit(w) & writeto PLC || &% Remote Operation | & (G}

abel Program Program Mode Online

Online Operation ﬁ

Read(R) @ Write(W) Verify(C) Delete(D)
[ Param+Prog(P) ] ’ Select All(A) ] [ Cancel all select{M)
Module Name/Data Name Detail Upload ... - Comment Setup:
21 [] LXCPUALX3VE ' Default '
=-[7] PLC Data

= [V] Program [ ] Memory Setup:
: Default

m

[ PLC Parameter Program Size(real/capacity)

= [ Deviee Comment = 15 / 8000

~.[F] COMMENT
[ Execute(E) ] [ Stop ] Close
Figure 9-9

(2) During downloading the program, it would prompt "After stop remotely, continue to execute?",

select "Yes". If upload successfully, it would prompt "Write to PLC(Complete) ". As shown
below.
. Online Operation L] -
Wecon PLC Editor =1
l l After STOP remotely, continue to execute? o
[ A
| Warning
' The control of PLC stops. Please executed after confirming Comment Setup:
| | safety.
| Memory Setup:
| T
! e ———'ljogram See(reay apactty)
| ] Dewvice Comment 15 / 8000
| ) COMMENT
| Wecon PLC Editor g ——
M | at l Stop
| 0 Write to PLCIComplete)!
Check the connection status of the PLC... B
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Figure 9- 10

9.1.6 Monitor mode

Open the PLC software on PC, and open a PLC program or an uploaded program, select "Monitor
mode" to monitor the status of the ladder diagram. As shown below.

HoH

o A I || g comment || B compil _ " Verify With PLC | s | &% Clock setting || [ Check Program | A BL
{F‘I} FIII 'ﬂ;q j#; ;[F:H Statement @Switch 4 Monitor Mode(R] | "5 Diagnostics i % Simulator E{ﬂ Bg us
S e Za MONITOr EQT =" Remote Operation | & U Auto-save setting | (s}
Ladder Symbol Label Program Program Mode Cnline Tool
ler{Monitor Read only) <
Ti1 p 0
ol — T10 K5 X
T10 0
a | {T11 Ks
[
M10 T5 0
8 | 1 {To K250 H
n
|UI
{T1 K280
0
{12 K300 }
Figure 9- 11

9.1.7 Stop pass-through

If the operation of PLC is complete, the connection between PC and PLC software should be
terminated first, and the V-BOX would restart automatically. As shown below.

Status
Edit LX3VE v
Name LX3VE
Port COoM1 v
Virtual Port COM2: Virtual Serial Port
Port RS485 v
Baud Rate 9600 v
Stop Bit 1 v
Data Bit T v
Parity EVEN v
Figure 9-12
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9.2 HMI download

9.2.1 Download configuration
Users could click here to download the software "PIStudio”. If the account is logged in for the first

time, users need to click the Settings button E on the upper right corner of the software to

configure the virtual serial port parameters. The COM port used during pass-through is a virtual
serial port. After setting successfully once, there is no need to repeat this step again.

BL@E - o x

< Home | Account Setting | Email | Account management | Feedback |Role | 4 @ senvice fi 01 . Jpe
e
@& (0] o o
Remote monitoring Data view Pass-through Basic

Setting ez ]

PLC download |HMI download

Virtual serial seting

Using virtual serial

Setusing COM

Status

[coMs{using) - Set

congfig for HMI Download toal P— ["| Disable virual serial service before closing software
s i s e B
Position D:\3604% i W25 T #HMIEditorP|, Browse sl
Recommended Use Google Chrome
Version Release Build VER'RO5R998_V7.2.189_D20211104
[Chlome{using) '] Set
2 Mersion
I Release Build VER RUGR998 V7.2 189_D20211104 Server
Z Release Buld VER-RUSROTE_V7 ZT80_D2UZTT104 IEulope(us:ng) v] Set
3 Release Build VER:RO5R988_V7.1.105_D20210617 DAPIStudiob17,
« i r
HMI 3
[ ok |[ [ cance | Download tool disabled Set
Figure 9- 13

9.2.2 HMI download

During the pass-through, the HMI should be online. When the status is ready, and the download

configuration is complete, click the button

Device remote download will begin, please do not do
other operations during penetration

Figure 9- 14
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Click "OK", it would prompt a download tool box, select "PC to HMI", then select the ".wmt" file
which has been compiled to download the program to the HMI. When the download is complete,
the HMI would restart automatically.

Status
i
= - T S
= - — -
Gl « T ) o= ) B > mEERLEE ) =T e I
PC Port:IEthernet YI 1A
) - - BT v = = - 0 @
File type:lproject Fila 'I Passw | A - . . 2 |
; o - =R EXHE £l Feh
¥ &uto-scan LISE port I Mote R
. cloud 2021-08-28 15:33 IIft=
—(Select item do not need to delete)— & Virss: B GoPicune e
|/ qpf2 2021-12-06 19:00 rftsE
I DCata record I 2latmn red e | Il Recipe 2021-08-19 10:41
I~ Reci I™ User man | L screens 2021-08-30 15:22
™ Instalment I~ User Dat. »Q e | Script 2021-08-28 15:33
B
| pEMO.wmt 2021-08-19 9:45 WMT i 2
£ TR ()
ca FIBEEE (D)
ca MR (E)
o 2R
HML to PC | P to HiI | EN MRS [ in | r
Recalibration | Delete setting SHFE(N): DEMOwmt ke [ijed el ']
[ 170 | s

Figure 9- 15
9.2.3 Stop remote

When the download is complete, the HMI would restart automatically. If users need to download
again, click "Restart" or "End remote". As shown below.

PLC download HMI download

Status

o

If remote download is not possible, please configure HMI
download tool in the configuration module in the upper right comer

Figure 9- 16
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Chapter 10 Device maintenance

In order not to affect the normal operation of the devices, Wecon provides "replace
device" and "transfer device" for customers to use the devices quickly and conveniently.

10.1 Replace devices

When the V-BOX or ig screen is abnormal and could not continue to use, users could select the
function of "Replace". It is to replace an old device with a new device, at the same time,
synchronize the configuration information of the old device to the new device.

Replace a device is to replace an old device with a new device. There are two devices, and device A
is bound to an account. If device A is abnormal, replace device A with device B, and device B
should be in the unbound state. The procedures are as below.

(1) Device Ais bound to an account.

Device iome | Account Setting | Email | Account management | Feedback | Role @ Service » O i

Real-time Data Alarm Historical Data Cloud SCADA Lua Script Pass-through

© Custom Tags

> default group Basic

Device Name

Status Online

Access Key  V130C Access key of device A
@ 1 Model V-BOX H-AG
0 Tajah Industry Sector Smart home

Max. alarm records
Location ongitude latitude
Targeting Use Device base station positioning

Remark

Figure 10- 1

Device Home | Account Setting | Email | Account management | Feedback | Role @ Service = Q O A

Alarm Historical Data Cloud SCADA Lua Script Pass-through Configuration

£ Custom Tags
E= default group Default group
Select All Status ID Name ~ Value Port Read Address Edit
[ ] 1808615 4 FF Local Address HDX0.0 dit +f Move
[ ] 1808614 3 | FE Local Address HDX0.0 & Move W
@ 1808613 2 HDX0.0 dit + Move ¥
@ 1808612 1 HDX 0.0 ( Eqit 4 Move W

Figure 10- 2
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(2) Search device A in the device list, right-click it, then click "Replace".

Replace Device

Device Name

Criginal S/M

Access Key

password

[ Tajalli

Follow
Share Device
Move Group
Copy Access Key

Transfer

{b

Pass-through

Cloud SCADA

Figure 10- 3
(3) Enter the machine code and the password of device B (the default password is 888888) in the
replacement interface, and click Replace.

Access key of device A

Access key of device B

H-AG

V130 1bc
V04 Adf
885588

Figure 10- 4
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(4) During the replacement, it would prompt whether to continue the replacement, as shwon
below.

Device [H-AG] S/N will be replaced with
V040 »4df] Do you want to
continue?

Cancel

Figure 10- 5
(5) Click "OK" to confirm the replacement, and device A is replaced by device B. All the
configuration information except machine code remains unchanged.
S Note:
(1) Only the old device and the new one are of the same model could be replaced.
(2) The device B that needs to be replaced could not be in the bound state, otherwise, it would
prompt "The device has been bound!"

10.2 Transfer devices

The "transfer" function is to transfer the device from one account to another, other information of
the device would not change except the change of users. When removing the device, fill in the
information of the transferred user and the password of the device correctly, confirm the account
information and then transfer. The procedures are as follows.

(1) Search the device in the device list, right-click it, then click "Transfer".

£ Custom Tags

= default group

Follow
Share Device

Move Group

Copy Access Key
Pass-through

Mark on map

Figure 10- 6
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(2) Enter the information about the transferred user and the password of the device (the default
password is 888888). Fill in correctly would appear the account information as below.

Transfer Device x

Device Mame  3102ig

Access Key U3Z

password

Transfer to H

Please verify the account information
User Name:H*****0

Phone:

Email:vo™**3.com

Company Name:

Cancel Transfer

Figure 10- 7
(3) Click "Transfer", if the transfer is successful, wait for the account to accept.

[2 =5g] Transfer, the account waiting to receiv

el

Figure 10- 8
(4) In the receiving account, click the small bell prompt box in the upper right corner of the page,
find the device that needs to be transferred in, and click "Accept".

< Home | Account Setting | Email | Account management | Role | £ @ Semvice ~ oH -

My request Request to share Share Device Transfer Device  System Notification
Device Name Access Key Reciprocal Account Time Edit
3102ig u32c i 2021-12-07 14:27:56 [Accepl] [Refuse] |
3102ig J32 1 5 20211207 142511 The other party has cancelled
1 @ No. 1 Page Perpage 10 v | [Count 2 ltems
Figure 10-9

146 WECON technology Co., Ltd.



l‘/E LN Wecon V-NET Web User Manual (V3.1)

(5) To receive the device, the name of the device and the group and industry to which the
device belongs need to be reset.

Add Device x

Access Key U3

e
Remark lemart e
Group Default group v
Industry Smart home v
Cancel
Figure 10- 10

147 WECON technology Co., Ltd.



l‘/E LN Wecon V-NET Web User Manual (V3.1)

Chapter 11 OPC configuration

11.1 Introduction

Open Platform Communications (OPC) is a series of standards and specifications for industrial
telecommunication. WECON V-BOX series product provides OPC function to users.
This document describes how to use OPC TOOL on your computer.

11.2 Basic configuration

The device uses the OPC configuration tool to push the data sources of the device to other OPC
clients

11.2.1 Login interface

#4 V-BOX OPCTool o
Login
User Mame: -
Password: sessnnne

[¥| Remember password Settings

[¥] Run with Windows

[] Auto Login

| Logn | | o Ext

Figure 11-1
Interface function:
(1) Use the sqlite database to record the users who have successfully logged in. According to
the login time, they are arranged in the user name drop-down box from large to small.
(2) Remember password: use DES secondary encryption, the secret key is CPUID and

network card MAC address respectively.
(3) Configure the server address, and the software restart is required for the configuration to

take effect.
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11.2.2 Server setting

The default server address is the V-NET monitoring address. When deploying a private cloud,
connect to the corresponding network address. After configuring the server address, the OPC Tool
restart is required to take effect.

About

Settings

Logout
Exit

Figure 11- 2
After configuring the server address, the OPC Tool restart is required to take effect.

Settings [—Ji;?_

Server Settings

Server Address: http:/fapi.v-box.net

Flease restart program after settings changed

Figure 11- 3
About. Software version information.
Settings. To set the server address settings.
Logout. Log out of the current account.
Exit. Exit the software.
At present, Wecon has three servers. Please enter the corresponding server address.
(1) China: http://api.V-BOX.net
(2) Asean: http://api.asean.V-BOX.net
(3) Europe: http://api.eu.V-BOX.net

®OO®E

11.2.3 configuration successfully

After the user logs in successfully, the OPC SERVER is started. As shown below.

O V-BOX OPCTool ™ * 0 V-BOX OPCTool %

Obtaining server data ... Server data obtained !

Figure 11-4
S Note: When using the OPC function, run the OPC Tool software.
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11.3 Example
The precondition is to use the OPC Server and OPC Client on the same PC.

11.3.1 Run the OPC tool

@ V-BOX OPCTool * *

Server data obtained !

Figure 11-5

11.3.2 Create OPC device

Take the OPC Quick Client.exe tool for example. Download here.
(1) Run "OPC Quick Client.exe"

&€ OPC Quick Client - Fot55 ISR
Fle Edit View Tools Help
ltem D Data Type Value Timestamp
F 1l k
Date Time Event
Ready tem Count: 0
Figure 11- 6

(2) Run V-BOX OPC tool and set corresponding server

@ V-BOX OPCTool * X

Mumber of clients connected:0

Figure 11-7
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Settings ﬁ

Server Settings

Server Address: ch:l:ﬂapi.u-bux.net

Please restart program after settings changed

Figure 11- 8
(3) Select "New Server Connection" and select "V-BOX.OPCSERVER DLL"
5 opc Qfffplient - Fivd — - . =)
ile |(Edit || View Tools Help
O @ MNew Server Connection...
New Group... ’ I Data Type I Walue I Timestamp
MNew Item...
Cut Ctrl+X
Copy Ctrl+C
Paste Cirl+V
Delete Del
Select All Ctrl+A
Properties...
[«] n 3
Date | Time | Event
]
[tem Court: 0
Figure 11-9
Server Properties M
Feneral I
E| Local Machine
s | B0 X OPCSERVER DLLES S
-- Remate Machine
Prog ID: |V-BO¥ OPCSERVER.DLL
il  Remate Machine Name: |
Connection Type: = InProc { Local s Ay
T mE | zm |
Figure 11- 10
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[8g OPC Quick Client - 7oi7a * =] B e

File Edit View Tools Help
Do el 6 BEBX
------ ] V-BOX OPCSERVER.DLL hem ID * | Data Type | Value | Timestamp
1| n F
Date | Time | Event |
o 2021-12-08 10:47:54 Connected to server ...
ﬂ 20211208 10:48:07 Disconnected from s...
& 2021-12-08 10:48:56 Connected to server ..
Feady [tem Court: 0 4
Figure 11- 11

(4) Addanew group, set the group name according to your needs.

a8 opc QuilFflilient - T4 - ololE]
File] | Edit | [View Tools Help

O @ Mew Server C oM.
------ ‘B MNew Group... ; I Data Type I Yalue I Timestamp
MNew tem...
Cut Cirl+2
Copy Ctrl+C
Paste Cirl+V
Delete Del
Select All Cirl+A
Properties...
EH m 3
Date | Time | Evert |
'ﬂ' 20211208 10:47:54 Connected to server ...
'ﬂ' 20211208 10:48:07 Disconnected from s...
&b 20211208 10:48:56 Connected to server ...
[tem Court: 0 7
Figure 11- 12
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(5) Add anew item for the group.

(6)

[ag opc QuiFfi§lient - Ttz ~ ==
File || Edit |[[View Tools Help
O = Mew Server Connection...
2 MNew Group 2 ’ I Data Type I Value I Timestamp
Cut Cirl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Select All Cirl+A
Properties...
| rH m 3
Date | Time | Event
0 20211208 10:47:54 Connected to server ...
ﬂ 2021-12-08 10:48:.07 Disconnected from s...
& 20211208 10:48:56 Connected to server ...
o 2021-12-08 10:53:20 Added group 1"t V...
[tem Court: 0z
Figure 11- 13

Select corresponding V-BOX and monitor point. Double click it to add Item.

. P
Add tems a ]
~ ltem Properties
" Access Path: | L | | Caricel |

temiD:  |[HAG A 11808612 vl @ Help |
Data Type: lNative v’ ]|
Active v
— Browsing
Branch Filter: Leaf Filter: Type: Access:

I | Jany 2

EI@ W-BOX OPCSERVER.DLL

@ 1212 =
B 45 3 1808614

{5 B @5 4_1809615

[~ Browse flat address space on zelected branch Add Leaves |
[ Walidate item before adding it to the list [tern Count; 2
Figure 11- 14
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Then this Item value would display as below.

- — = -
[6 OPC Quick Client - Febred P ESREERC
File Edit View Tools Help
[P W e b oBX
B+ V-BOX.OFCSERVER.DLL kem 1D ¢ | DataType | | value | imestamp | Quality
= RUL H-AGEE\E.1_1808512 Boolean 0 11919783 Good
4| m 13
Date | Time | Event |
ﬂ 2021-12-08 11:19:07 Connected to server ..
€ 20211208 11:15:10 Added group "11171°t...
621}21-12413 11:15:20 Added 1items to gro...
Ready [lem Count: 1 4
Figure 11- 15
Right-click the item, and select "Synchronous Write" to change the value of item.
[88 OPC Quick Client - To£753 * L= B
Fle Edit View Tools Help
D e cfe @ & BEX
E:ﬁ W-BOX OPCSERVER.DLL ltem ID 2 I Data Type l Value I Timestamp I Quality
= RLLL BpAGA. - e 783 Good
MNew Item...
Set Active
Set Inactive
Synchronous Cache Read
Synchronous Device Read
I Synchronous Write...
D P — Asynchronous 2.0 Read \
Asynchronous 2.0 Write...
Date | Time | Event |
0 20211208 11:1907 Connected to server .. Cut Ctrl+X
@ 20211208 11:18:10 Added group "T111'L... Copy b
& 20011208 1115920 Added 1 items to gro...
Paste Ctrl+V
Delete Del
Properties...
Ready [tem Count: 12
Figure 11- 16

S Note: After the software is started, it would not dynamically adjust according to the increase,
deletion, or configuration modification of the server monitoring point, and would only update the
value of the monitoring point from time to time.
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